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Introduction:

Overview of XSS

XSS-AD is designed to take full advantage of the enterprise-class directory services and
management capabilities of Microsoft® Windows 2000/2003 Active Directory.

By using the existing Active Directory infrastructure, XSS-AD integrates with the Active
Directory seamlessly to store XyLoc information in the Active Directory repository and use the
same Active Directory management tool to manage the XyLoc information for either users or
computers.

Because XSS-AD leverages Microsoft® Windows 2000/2003/2008 Active Directory
management tools, additional administrative training is minimal. Administrators can use the same
tools to quickly deploy the XyLoc Security System and meet the organization’s security needs.

XSS Architecture and Reliability

The XSS is designed with the highest level of reliability. This is achieved by the communication
mechanism employed between the XyLoc client and the XSS. In the event of a loss of
communication on the network or a failure of the server running the XSS software, the XyLoc
clients will remain in full operation.

The XyLoc client maintains a complete record of its current configuration and log files. If the
communication is interrupted between the client and the XSS, the client will continue to maintain
its current configuration and log files. Once communication between the XyLoc client and the
XSS has been restored, the client will exchange configuration records and log files with the XSS.
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The following diagram illustrates the general system design concept:

Microsoft Active
Directory

XSS WebUI }

\1_/

XyLoc Schema

SQL Database % Extension
XSS Service < > XyLoc Client

-

XSS-AD Components

XSS-AD includes the following components:

XyLoc AD Schema Extension

XyLoc extends the Active Directory schema to include classes and attributes that are
used for XyLoc.

The details of these new classes and attributes are described in the Technical

Reference: Schema Extension for XSS-AD document available from Ensure
Technologies (Drawing#: 510-0100-009)

XyLoc AD Management Ul

This is the Ul extension for the new classes and attributes which adds the appropriate
“tabs” in the Active Directory Users and Computers MMC.
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XyLoc Database

XyLoc Database stores the daily event logs generated from the XyLoc Client.

XyLoc Security Server Service

XyLoc Security Server (XSS) provides the link between the XyLoc Client Software and the
Active Directory. It retrieves updated information stored in the Active Directory using ADSI
(Active Directory Service Interface) and provides this data to the XyLoc Client as well as
handling requests from the XyLoc Client software through TCP/IP.

Web-based Management Ul

The XSS web-based management Ul is used for the following:

1. Manage XSS Administrators (the XSS Administrator is separate with the actual
user, and it is only used by XSS).
2. View Event logs

XyLoc Client

XyLoc Client software is responsible for handling the XyLoc Security Device and all the
security actions. Please reference the XyLoc Client User Guide for more information about
the XyLoc Client software.
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Overview of Client/XSS Communication

The XSS Service is used as a centralized communication point between the XyLoc Client and
Active Directory. The clients themselves do not communicate directly to AD, but rather
communicate to the XSS, and the XSS in turn communicates to AD and then back to the client.

The XSS communicates with the XyLoc client software installed on the host by an encrypted
TCP/IP protocol. When installing the XyLoc client software the client will prompt the user to
enter the XSS IP address during installation.

For the hosts to communicate properly with the server, the following must be true:

e The XSS receives information from the XyLoc client on TCP port 5102.
e The XSS transmits information to the XyLoc client on TCP port 3510.

All user and computer configuration is performed within the AD Schema and the installed XyLoc
Ul using standard AD format.

For the most part, the XSS will sit idle waiting for requests from the XyLoc clients. When the
XyLoc client hears a XyLoc Key for the first time, if configured with an XSS IP Address, the
client service will send a request via TCP/IP to the XSS for information about that KeyID. The
XSS will then send a query to AD for that KeyID. Based on the information returned from that
query, the XSS will then determine if the requested KeyID is valid for that PC and if so will
generate the appropriate user record(s) and send back to the requesting PC. The client will then
update the local database with information provided by the XSS and will either allow or disallow
the user access with that Key, and if access is allowed, what Login Name and Password is to be
used for access.

Additional Notes:

e The XSS does not push information to the client. Instead it waits for a request from the
client before providing information. This limits the load on the network to only the
necessary exchange of information. However, any changes made to a user, or the
addition/deletion of users, will only occur on the client with the respective keys are
presented to the client the next time.

e The XyLoc clients will only lookup keys that are heard when the client is in a Locked or
Logged Off state. When the client is in use by a valid Key, no database updates are
performed.
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Preparing for Implementation:

Before You Begin

Before starting the installation of the XSS, take a moment to consider how the XSS and XyLoc
products will integrate within your environment. To assist you with this, consider the following:

» Define the user environment:
0 The number of hosts (Computers) on which XyLoc will be installed.
O The number of users that will need XyLoc keys.
O The type of XyLoc accounts that will be deployed.
0 Unique user account: one XyLoc key per system login account.
0 Kiosk user account: multiple XyLoc keys per system login account.
O The desired XyLoc login and unlock authentication.
0 Each host must have an administrator account.

» Define the client server environment:
O The static IP address, gateway and subnet mask for the XSS Server.
0 The location of the SQL database server
a Will all hosts be able to access this IP address?
0 Verify that the client can communicate to the server via TCP/IP
O Verify that the server can communicate to the client via TCP/IP
O Are there any network security devices between the hosts and the XSS?
0 Will each host have a unique IP address or is some type of address translation (NAT)
being used between the clients and the XSS?

0 NOTE: In some cases both the client and server will act as a “client”,
meaning that either can, and will, initiate a connection to the other. For this
reason, each client must have a unique IP address as they appear to the
server. For instance, if the clients are behind a router using NAT for each
client, but the server is not, then the clients will appear to the server with the
same [P address...that of the router. This will cause a breakdown in
communication.

Overview of Kiosk and Unique Accounts

There are two main types of user accounts in the XyLoc system: Unique and Kiosk. Both have
their advantages and disadvantages. Each functions very differently than the other. This section
will provide an overview of how each type functions and the basic differences between the two

Unique Accounts

Unique accounts are individual user accounts with one XyLoc Key assigned to each account.
Each user will log into the PC with their own individual login accounts and have their own
Windows profile and desktop and settings.

Each user will login to the PC with their individual username and password, and will need to
logout when they are finished for anyone else to use the computer with their account. There is
a setting in XyLoc to allow another user to force a logoff of a locked workstation in the event
the previous user forgets to logoff before leaving the PC, however this is a Windows “Forced
Logoff” and all unsaved data from the previous user would be lost.
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Kiosk Accounts

A kiosk account is multiple users sharing one “generic” login to the PC (and in turn one
Windows profile and desktop settings) but each having been assigned a unique XyLoc Key.

In a Kiosk, the system would be primarily (if not exclusively) logged in with the “generic”
account all day and would be locked as the user leaves their Active Zone and could be
unlocked by any other authorized Kiosk user. It would not be required to logoff the system
and back on to change users.

NOTE: Starting with XSS 4.2.0, the Kiosk account setup has changed to be a Host-based
Kiosk account. This means that the generic account that is used by all the kiosk users is now
defined in the Host settings. With this change, the XSS now supports the type of
environment where each PC has its own unique login that is shared by all users (for example:
each PC logs in with its hostname for the system login name).

NOTE: The legacy method of setting up a kiosk is not supported in version 4.2.0 or higher.
If an earlier version of the XSS is currently used with a kiosk setup, the kiosk setup will need

to be rebuilt if an upgrade to 4.2.0 or later is performed.

Kiosk vs. Unique

Advantages

Disadvantages

Common Usage

security as each user
must login with their
individual
credentials and only
has access to
specific
applications.

Each user has their
own profile and
desktop settings and
might maintain a
more  comfortable
experience to the
user if this is what
they are used to.

machine in multi-user
environments as each user
must completely logon
and logoff.  Although
there is an option to allow
a forced logoff, the time
to force the logoff and
then logon can be
extensive.

Kiosk e Fast, easy access for Uses a generic Windows Shared workstation
each user since there account, so each user will environments where fast
is no need to logoff share a desktop profile access to a computer is
of the PC before and application set unless required (i.e. Hospital
logging on. other methods of Nurses Station)

application delivery are
available other than local
Windows installation (i.e.
Citrix)
Unique | ¢  Greater network Slower access to the Individual workstations

that are not shared by
other users.
Workstations that are
shared, but where the
speed at which the
computer can be
accessed is not as
important as the greater
security.
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Server Requirements

The following are the minimum requirements for a basic XSS installation. As with any high
availability application, additional resources will improve the capacity to service more users.
Unlike many client server applications, the XSS is typically idle. The XSS becomes active when
client submits a request for a user record, or when an administrator updates a user’s
authentication rights or changes a parameter on the XSS itself (through the Web interface). These
minimum requirements will typically support several hundred users and hosts:

e PIII 1GHz, 512 MB of memory, and 2GB of disk space with a STATIC IP Address

Windows 2000 server, Windows Server 2003 or 2008.

0 The Server Core version of Server 2008 is not supported.

e Internet Information Services (IIS) 5.0 or greater installed and operational (for the
WebUI component).
In Server 2003 you must allow “ASP.NET” and “Active Server Pages” to be run in IIS.
Microsoft .NET Framework 2.0 or later.
SQL Server 2000 or later for the XSS database.
MDAC 2.7 or greater must be installed on the XSS if the SQL server is not on the same
server as the XSS.

IMPORTANT: In addition, since the XSS will typically not reside on the actual AD Schema
Master, the installation will require a Domain account to use for the XSS Services. This allows
the XSS to read and write data to the AD Schema in our attributes. This account will need to
have the permissions necessary in order to read and write to the schema (typically, at least a
member of the “Account Operators” group on the Domain unless given specific permissions).

Application Integration File Permissions

The application integration (.ets) file can be stored on the XSS or on a shared drive within the
network. This file needs to be read accessible to everyone who will be using application
integration.
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Installing XSS-AD:

This section will provide the necessary steps to setup the XyLoc attributes in the Active
Directory, install the XSS database, and to setup and install the XSS Web Interface.

IMPORTANT: These instructions are intended for a new installation. If an upgrade from a
previous XSS-AD is being performed, then please contact Ensure Technologies Technical
Support for proper instructions as they will vary depending on the version that is being
installed and the version that is being upgraded.

Install Active Directory Schema Manager:

1. From Start menu, select “Run...”
2. Type in “regsvr32 schmmgmt.dll” (without the quotes) to register the DLL.

NOTE: The following steps are not necessary in Windows Server 2003/2008. They are only
required if using Windows 2000 Server

Go back to the Start menu and select “Run...” again.

Type in “MMC” (without the quotes) to launch the Management Console.

From the “Console” menu, select “Add/Remove Snap-in...”

Click on the Add...

From the list, select “Active Directory Schema” and click on “Add”.

Now the Active Directory Schema should shows up in the Management Console.
9. From Console menu, select “Save As...”

10.  On the Save in, select a location.

11.  Name the file name “Active Directory Schema” and save the file.

12.  The selected location should now have the Active Directory Schema icon.

PN R W

Enable Active Directory Schema Update:

NOTE: As above, if installing on a Windows Server 2003/2008, there is no need to enable the
Schema update either. If you are a Schema Administrator, the necessary permissions are already
assigned.

1. Make sure you login with an account that belongs to the Schema Admin and Enterprise
Domain Admin group.

2. Launch the Active Directory Schema Management console.

3. Right click on the Active Directory Schema and select “Operation Master...”

4. Check “The Schema may be modified on this Domain Controller” box.

Install XSS-AD Schema:

1. Run XyLocADSchemaSetup.exe on the Active Directory server to install and configure the
XyLoc Active Directory Schema
2. Check c:\etschema-install.log. Every line in the log file should end up with (0).

Install XSS-AD User Interface:

1. Run the XyLocADUISetup.exe to add the XyLoc Ul extension to the Active Directory Users
and Computers console. This will need to be done on any machine that will be used to
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configure XyLoc users. This can be done on the domain controller and/or on any workstation
that has the Active Directory Admin tool installed.

If the environment has sub-domains that also will require the XyLoc Ul extension, then run
the XyLocADUISetup.exe on each sub-domain as well, if you will be configuring users from
that interface.

Verify the XSS-AD Schema Extension:

1.
2.

3.

Launch the Active Directory Users and Computers applet.

Select a user and check the property. There should be two new tabs for XyLoc. Make sure the
attributes are visible (NOT grayed out).

Select a computer and check the property. There should have one new tab for XyLoc.

Install the XSS Database:

The XSS uses the Microsoft SQL database to store the audit logs and XSS administrator users.
This utility will create the necessary tables within an existing SQL server.

1.
2.
3.

Run XSS-DB.exe on your SQL server.
Read and Accept the License Agreement.
The wizard will ask for the IP address of the SQL server. This is for when there are multiple
Network Adapters in the server. Currently only one adapter is supported, so the IP address of
the desired connection must be entered here.
a. Ifusing a “named instance” of SQL then the instance name needs to be specified here
as well.
i. Specify the name like: “<server address>\instance name”
b. NOTE: If using SQL 2008 Express, even the default instance is considered a “named
instance”. As a result, the named instance must be specified here. Typically the
default “named” instance would be “<server address>\SQLEXPRESS”.

¥55-DB - InstallShield Wizard x|
Enter Text ﬂ

Pleaze enter infarmation in the field below. I e .

Pleaze enter the |P address of the SGL server,

| ztallEhield

¢ Back I MHest > I Cancel
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4. Then you will get screen requesting the login information for the SQL account to be created.
Put in the desired username and password and click "Next"

¥5S5-DB - InstallShield Wizard x|

Add 50L user

Fleaze enter the credentials for the SOL uzer to be created.

Uzemame I

Faszword I

Canfirrn I

[mztalls hield

< Back I Ment » I Cancel

5. Next, select the setup type for the database. In this case, select XSS-AD and click "Next".

¥55-DB - Installshield Wizard

Setup Type
Select the setup bupe that best suitz your needs.
Click the type of setup you prefer.
Ty
®55-50L
ImztallEhield
¢ Back I MHest > I Cancel

Ensure Technologies — User’s Guide for XSS-AD ver 4.x.x
Drawing#: 510-0100-007 Drawing Rev: 2.00 Rev Date: 09-04-2009
Page 15 of 65



¥SS-DB - InstallShield Wizard x|

Ready to Install the Program

IF pou want ko review ar change any of your installation settings, click Back. Chck Cancel to exit
the wizard.

The wizard iz ready to begin installation.

Click Inztall ta begin the installation.

< Back Cancel

6. The XSS database tables will now be created.

CAWINNT Y System 32 cmd exe
The requested service has already been started.

More help iz available by typing MET HELPMSG Z182.

The CREATE DATABASE process iz allocating B.63 MB on disk ‘HyLoc’.

The CREATE DATABASE process iz allocating B_47 MB on disk ‘HyLoc_log”.

A 2% 3> 1> 2> 3> 4> 1> 2% 3> 4> 1> 2> 3> 4> 1> 2> 3> 4> 1> 2> 3> 4> 1> 2> 3> 4
1> 2> 3> 4> 1> 2% 3> 4> 1> 2% 3> 4> 1% 2% 3> 4> 1> 2> 3% 4> 1> 2> 3> 4> 1> 2>
>4 1> 2> 3> 4> 1> 2> 3> 4> 5% 62> P> 8> 9> 18> 11> 12> 13> 14> 15> 16> 17> 1>
> 3> 4> 5> 6> 7x 8> 9> 18> 11> 1> 2> 3> 4> 5> 6> 7> 8> 9>
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7. Once the installation is completed, if prompted, click on "Finish".

X55-DB - Installshield ¥izard

Inztall5hield Wizard Complete

Setup has finizhed installing #55-08 on vour computer.

< Back

Cancel |
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Installing the XSS Server

There are two options available for installing the XSS Server. With 5.0.0 the installation
of the XSS Service and the WebUI can be done in separate installation packages or as
one install package as they have been in previous versions. The instructions below will
reference the separate installation packages. If using the combined package, the prompts
will be basically the same as the separate versions, just combined together as well.

To run the combined installer, run the XSS_Complete_5.x.x.exe package.

Install the XSS Service Component:

This service can be installed on any server. However, it must be a member of the desired domain.
It does not have to be installed on the same server as the SQL database.

Before installing the XSS, however, please verify the following:

e Be sure to login to the server as a local administrator (with Server 2003, a Domain Admin is
not guaranteed all the necessary rights, so Ensure recommends a local administrative account
be used).

e If using an SQL database on a different server than the XSS, make sure to have MDAC
version 2.7 or later installed on the server that has the XSS. These files are necessary to
facilitate the communication between the XSS service and the SQL database.

To install the XSS Server:

1. Run the “XSS Daemon_5xx.exe” file.
2. Read and Accept the License Agreement.
3. Enter the IP address of the machine you are running on if it is not found by default:

—

XSS IP Address &

' ol

Enter the IP address that the 55 will be running on.

10.10.10]

4. Enter the IP address of the SQL server. If a named instance is used in SQL, then enter the
address with the instance name on it (“<server address>\<instance name>").
a. Again, if using SQL 2008 Express, even the default instance is considered “named”
and must be entered as such. Generally this format is “<server
address>\SQLEXPRESS”
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L —

SAL Server IP Address

Enter the IP addrezs of the PC that i= running the SOL Server.

{10.10.10.1

5. Enter the credentials created during the XSS-DB installation for access to SQL.

L
S0L Credentials
Flease enter pour SOL credentials.

Usemae: [#¥loc

HHHRM

Faszword: I

Confirm
Fazsword:

Ixxxxx

6. The installer will attempt a connection to the SQL database with the address and credentials
provided to verify. A confirmation box will appear to whether or not that connection was
successful.

7. Select the setup type appropriate for the hardware that is being used. If using
Japanese hardware, then use the “Japanese Lock™ option. For all other locales use the
“US Lock” option

L ——— —
Setup Type

Select the zetup type that best sultz your needs.

Select from the wpes of =yLoc lock lozales belows:

" Japanese Lock
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8. Select “AD” for the XSS format

L it
Setup Type ‘ '
Select the setup type that best suits your needs. I‘rh

Click the type of setup vou prefer.
#5540

9. The installation wizard will request credentials to assign to the XSS service. Enter
credentials for an account that has permissions to write to the AD Schema to write password
changes for the users. (NOTE: Generally this has to be a member of the “Account Operator”
group in AD that has been given specific permissions to write to the AD Schema. See your
Active Directory Administrator for more details.) The username is in the format of
“domain\username” (without the quotes) where “domain” is the domain name and
“username” is the account’s Login ID. Enter the appropriate credentials and click “Next”.

10. The installation wizard will attempt to start the service with the supplied credentials. A
prompt will appear to inform if that was successful.

11. When completed click on “Finish”.
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Install the XSS WebUI Server:

The XSS WebUI server can be installed on any server that has access to the SQL server via TCP
connection. Before installing the WebUI, however, please verify the following:

Be sure to login to the server as a local administrator.

Within the IIS manager, verify that the Default Web Site service is running. The installation
will abort if IIS is not installed.

Make sure to have .NET Framework 2.0 or higher installed.

If using an SQL database on a different server than the XSS, make sure to have MDAC
version 2.7 or later installed on the server that has the XSS. These files are necessary to
facilitate the communication between the XSS service and the SQL database. If this is not
installed the installation will abort as well.

Installation:
1. Runthe “XSS WeblIS 5.x.x.exe” file.
2. Enter the IP Address of the Server on which the WebUI is being installed (the local IP
address in this case).
3. On the XSS License Count screen, enter the correct number of licenses that were purchased.
If you are going to install in Evaluation mode, enter 10 users or less. Click "Next".
Z55 Licenge Count w*&
' i
Please enter the <55 License Court.
I
4. On the next screen, you will be prompted for a Company Name and Password. For a

purchased version, this password must be obtained from Ensure Technologies. You should
have received a document with the software with all of the necessary information to register
your software and obtain a password. If not, or if another registration is needed, please
contact Ensure Technologies Technical Support. NOTE: The password that is obtained from
Ensure Technologies is only valid for one installation. Once the password is used during the
installation process, it cannot be used again. Because of this, make sure that you have
finalized your choice for the Server you will be installing on, and make sure that this server is
ready for the XSS to be installed prior to starting the XSS installation process. NOTE: For an
evaluation version (10 users or less), you can skip the following step for retrieving a
password from Ensure.
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5. The password for the purchased version can be obtained from Ensure Technologies by calling
734-668-8800. To obtain a password online:

e Copy the XSS Serial Number generated during the install process exactly as it appears.
e Go to http://www.xyloc.com/xssreg.aspx

7} http:/ /www.ensuretech.com/xssreq,/xssreg.html - Microsoft Internet Explorer =181 x|

File Edit Yiew Favarites Tools Help ﬁ

Bk o= - (D i) | Qisearch [EFavorkes Media (4 ‘ v S -5

Address I@ hittp f v, ensurstech, comfzssreg)xssrag, html j @Gu | Links
-

Thank you for purchasing XyLoc Enterprise, ®yLoc Enterprise Al or XyLoc MD. Please complete the following form to register your license for the XyLoc Security
Server.

Your X35 license can only be registered once, and the resulting XS5 serial number and password are only good for the installation you are about to perform. If you
are not ready to install the Xyl oc Security Server, please do not register your license at this time.

Please keep a copy of your %S5 serial number and password in a safe place. You will need these to obtain future upgrades or support from Ensure Technologies. if
you have any gquestions about this process, please contact Ensure Technologies at 734-668-8800 or email us at support@ensuretech.com

Purchase Information

Reseller's Company Name I

XSS License Number I

XSS Serial Number |

Customer Information

Company Name I

Contact Name I

Address I

Phone Number I

Email |

Process |
|&] pone Fﬁ’ilo Internet

=l
4

o Enter the Reseller’s Company name how it appears on the document provided by Ensure
Technologies.

o Enter the XSS License Number how it appears on the document provided by Ensure
Technologies.

o Enter the XSS Serial Number generated during the install process.

e Fill in all Customer Information fields.

e Click “Process”

o The screen should refresh and there should be a password at the bottom of the page.

6. Enter your Company Name in the Installation Wizard and then enter the password retrieved
from the previous step exactly as it appears. If an Evaluation version is being used (10 users
or less), enter the default password of “ensure” (w/out the quotes).

7. Click “Next” on that screen to proceed with the installation.

8. Read and Accept the License Agreement.
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9. Enter the IP address of the SQL server. If a named instance is used in SQL, then enter the
address with the instance name on it (“<server address>\<instance name>").
a. Again, if using SQL 2008 Express, even the default instance is considered ‘“named”
and must be entered as such. Generally this format is “<server
address>\SQLEXPRESS.

S0L Server IP Address

Enter the IP addresz of the PC that iz running the SOL Server.

192.168.1.1E7

10. On the next screen, enter the username and password of the SQL account that you will be
using. They are case sensitive so make sure to enter them exactly. Click "Next".

S0L Credentials
Fleaze enter your SOL credentials.

Uzermname: ||

Paszsword: I

Confirm
Paszward: I

11. If the credentials and IP address are correct, you should receive a message that states that the
login to the SQL server was successful. Click "OK".
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12. Select the type of XSS that you are using again. In this case you will select "XSS-AD" and
click "Next".

Setup Type ‘

Select the setup type that best suits your needs. l‘*h

Click the type of setup vau prefer.

13. Choose the destination location. The default path is the default for IIS. Click "Next".

Choosze Destination Location ‘

Select folder where setup will install files. l“\'h

Setup will ingtall =55 in the following folder.

T inztall ko thiz falder, click Mext. Ta install ba a different folder, click Brawse and select
another folder.

C:\inetpubbusnamroot, Browsze. . |

14. You may see a command line screen open up and the software will install the ASP.NET.
15. When the installation is completed, click "Finish".

|' Drestination Falder
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16. Configure IIS

a. If using Windows Server 2003, in IIS, under the “Web Service Extensions”, the

options for “ASP.NET” and “Active Server Pages” must be allowed.

Internet Information Services (I15) Manager
U8 Ble Acion View Window Heb
€4 OBFRABIS 2] "
F_'a Interreat Information Sarvices
=l 2003ERVERENT (Jocal com
# | Applcation Pools

4| Web Skes
& Web Service Extension

Al
Prohibit
Froperies

Tashs

'-'Imi:lgm ‘Wb service extension. ..

/| et Service Extension | status |
¥ &l Unknown ISAPT Extensions Pocibired
W All Unkrwwon CGT Extensions Probibired
|%g Active Server Pages Allowed

- ASP.NET wl.1.4322

[ Citris XML Administrabion 154P1 Allowed
| Citric XML 1581 Allowed
[%] Irternet Data Cormector Prohibited
[2] Server Sida Incudes Prohibited
[ Tomcat Servist Engine Allowed
[%] webDay Frohibited

& A Wy Vi

specific Spphcation...

He i "

& open Help
A1 2\ exended (Sndwd /
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b. If using Windows Server 2008, the XyLoc Web Site in IIS must be converted to an
“Application”. Go to the IIS Manager, under the default website and right click on
“XSSAD” and then click on “Convert to Application” on the pop-up menu.

*E Internet Information Services (IIS) Manager 10l x|
@@ [j b WINHWIAANKGLEW b Sites b Default\Web Site b xssad b | s e -

File  View Help

Comedtions Actions
€- |8 - B Exlre
q‘ﬂ Start Page G T Edit Permissions.. .
-85 WIN-HWIAANKGLEW (LAB\Admi raup oy: s
J Application Pools ASP.NET - Manage Folder ()
EH-Q o= Browse Folder
B4 Default web Site & " g
-5 N~ ©] B =80
B[] aspnet_ciient S -4 (8] Browse (http)
=[] = MET NET @ rep
) Expl Globalization
- e Cnline Help
Edit Permissions... T\
N T
|:" Convert to Application | >
.MET Raoles
g" Add Application...
_‘._“J Add Virtual Directory... &
Manage Folder » Es_)
\MET Users
3 Refresh J
{52, Switch to Content View
4| I [ [EIFEEmEE TR iz Content View
Ready ‘35]_:;

Then accept the defaults on the next window and click “OK”.
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Upgrading from previous installation of XSS:

Upgrading from XSS 2.x.x (Codebase) version

Currently there is no process for upgrading from XSS versions 2.x.x to any of the 4.x.x versions.
If XSS 2.x.x is currently being used, it is recommended to upgrade to XSS-SQL 4.x.x instead of
XSS-AD. Ifit is desired to use the XSS-AD software, the configuration will need to be
completely rebuilt. Please contact Ensure Technologies for assistance.

Upgrading from XSS 3.x.x or earlier 4.xx version

If using XSS-AD version 3.x or an earlier 4.x version of XSS-AD and it is desired to upgrade to a
later version of 4.x the specific steps for upgrade will depend on the version that is being used
currently and the version that is being upgraded to. Please contact Ensure Technologies
Technical Support for proper upgrade instructions.
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Using the XSS Web Interface:

With the XSS-AD, the XSS is used to create a link between the XyLoc client software and Active
Directory. This is done through the XyLoc Security Server Daemon running on the XSS server.

There is still an XSS Web Browser interface, but this interface is only used to view the stored XyLoc
Audit Logs and available licenses. Also, additional XSS Administrator accounts can be created in
this web interface to give them access to the interface itself.

Accessing the XSS

To access the XSS, go to your WEB browser and type the static IP address of XSS along with the
directory path of the server installation. An example would be: http://10.10.10.10/xssad/xss.aspx

File  Edit iew Favorites Tools Help

A Login - Microsoft Internet Explorer |
Iy
Ui

‘ér EnSI.I re TE C h no | 0g i ES XyLoc Security Server Administration

Username: | =S5Admin

Passworil: ssssss

I Lu:ngin] [ Cancel ]

-k ' T A CEeA e T

Default username: XSSAdmin (Case Sensitive)
Default password: ensure (Case Sensitive)

XSS Administrative Accounts:

Once administrative control of the XSS has been established, Ensure Technologies recommends
configuring another user as an XSS administrator. This is not a Microsoft or Novell
Administrator, just an administrative user for this application.

NOTE: The software does require at lease 6 characters for the XSS Administrator password. If
successful, a message will be shown at the bottom indicating “Update User Info Succeeded”. If
there is something wrong (the password and confirmed password do not match), a message will
be shown at the bottom indicating “Update User Info Failed”.

IMPORTANT: If a user mistypes the password for the XSS Login three times, the account will
be locked out. Another XSS administrator will have to login and unlock the account. If there is
only one XSS Administrator, or if there are more than one but all but one has been locked out, the
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one account left will not lockout. The XSS will not lockout the last user preventing anyone from
being able to access the XSS.

XSS Help Menus

For each option in the XSS you should see a picture of a question mark € o the right. This is a
link to the help menu for that option.

Status

After a successful login, the next screen is the XSS Status screen. This is the main screen for the
XSS. All log files can be viewed or configured from this screen.

23 XSS Status - Microsoft Internet Fxplorer E@@
File Edit \Wiew Faworites Tools  Help .ﬂ'
e
a EnSI.IrE TEEh n ﬂlﬂg 1es XyLoc Security Server Administration
' Status
{ Users
[. Download
bl
&) & Internet

View XyLoc Client Authentication Events:

The XyLoc Authentication Events provide filters for the Host Name, User Name, Key ID, and
Personal Name. This report is useful for the system administrator to perform a security audit.

View XyLoc Client Host Events:

The XyLoc Client Host Events provide filters for All Hosts and Host Names. This report is useful
for the system administrator to perform a security audit.

View Key Status Report:

The XyLoc Key Status Report provides a log of low battery status warnings from each key. This
log is used to identify which keys will need to have their batteries replaced before they fail.
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Users

These are only users of the XSS Web Interface. Additional XSS Administrators can be created
and managed from this page. This is a separate database from Active Directory, and used only
for this web interface.

This screen also shows the user license information. The licenses are based on the number of
configured XyLoc Keys in Active Directory.

As of version 4.2.1 this interface can now also be used to view all of the configured XyLoc users
in Active Directory.

) Manage Users - Microsoft Internet Explorer g@@
File Edit ‘“iew Favorites Tools Help ,'}’
-~
‘§|- EnSl.l re TE C h no | 0g ies XyLoc Security Server Administration
‘ Status
m Total Licenses : 100
Avallable Licenses: 91
[ Download - _— .
Display XSS Administrators:
Create a hew XSS Administrator:
W
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Download

‘2 Xyl.oc Download - Microsoft Internet Explorer g@@
Iy
L]

File Edit ‘ew Favorites Tools  Help

The XyLoc software, USB drivers, and user manuals are available from the screen. This is a
convenient way to provide updated XyLoc software from the download directory on the XSS.
When updating the XyLoc software on the host, user configurations are not changed. The
Download button is available without having to login to the XSS, allowing non-XSS
Administrators to install the XyLoc Client software.

‘ér EnSI.I [ TE C h no | 0g i ES XyLoc Security Server Adminisivation

m Windows 95/98/NT/2000 Download
Fidiaes User Guide Download

Cuick Start Guide Download
USB Drivers (Self Extracting) Download

ﬂ Inkternet
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Using Active Directory User Interface

Host-based Kiosk

In XSS version 4.2.0, the process of managing Users and Computers in the XSS changed to
support a new Host-based Kiosk setup. This allows the setup where an organization would like to
have a different kiosk account for each machine (for instance, using the machine name as AD
Username). This required a change in the way users and computers were configured.
Unfortunately, the “legacy” management process is no longer supported in version 4.2.0 or later.
In this document both methods are described. If version 4.1.9a or earlier is being used, then
please skip down to the section for “Legacy XSS-AD Management” for the correct details on
managing users and computer.

Managing XyLoc Users

There are two basic types of accounts within XyLoc:

e Unique user account: a unique user is a single XyLoc key permitted to access a single
Active Directory account.

e Kiosk user account (available in the XSS-MD): a kiosk user is one of many XyLoc
keys permitted to access a single Active Directory account. Each kiosk user, however,
has a unique XyLoc password. This password is synched to their individual Active
Directory account password. Because of this, each user in the kiosk must also have an
individual Active Directory account.

To manage XyLoc user and computer, start the “Active Directory Users and Computers”
management tool from the Administrative Tools.

4% Active Directory Users and Computers -10] x|

J@ Console  Window  Help |;|i|£||
Jation vew |« = | @@ XETRE 2| a8 vaE |

Tree I ER 1 objects

@ Active Direckory Users | | Plame I Type | Descripkion |
E@ ensuread.com | §1ohn Smith ER Dockor

-2 Builtin

----- [C3 Computers
@ Domain Conkrol
@ Enginesr
|:| ForeignSecurity
I:I Users

User
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From the user properties sheet, there are two new property pages that are used to manage XyLoc
users.

e XyLoc General
e XylLoc Preference

XyLoc General Property Page

Click on the “XyLoc General” tab to manage the XyLoc user general information. In
“XyLoc General” there are settings related to the user themselves.

0 Badge ID: This is where the XyLoc KeyID is configured for this user (if this
account is to be used as a Kiosk, then don’t configure a Badge ID for this user)

0 Script File: Displays the file path to the Al script that is assigned to the user (if any).

0 Change Credential: Allows the administrator to set the credentials for the user’s
applications that are setup with Application Integration scripts. For this option to
work, the Al Script file must be in a network share that is located on the same server
as the Active Directory. If not, then the user must manage the passwords for their
applications at the XyLoc client. Please refer to the XyLoc Client User Guide for
more information.

John Smith Properties

b ember OF Diakin E nviranment Seszionz Remate cantral
General || Addresz | Account | Profile Telephones | Organization
Terminal Services Profile | COM+ | #yloc General | suloc Preference

Badae ID:  |12345

Application [ntegration

Script File:

Change Credential...
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XyLoc Preference Property Page

Click on the “XyLoc Preference” to manage the XyLoc preferences for this user.

John Smith Properties

Aocount Settings

Member Of Diialin E revironment Sezsiong Remote control
General | Addresz | Account | Profile Telephones | Organization
Terminal Services Profile | COM+ | Xploc General | #wloc Preference

Login: |Seleu:t IJzer Mame

v Allow Pazzword Overmide (Mo Key)

nlack: |Select IJzer Hame

[v Allow Password Ovemide (Mo Key)

Delay locking for

nlock. ta Key Only for up to |'| g

a0 zeconds

|seu:u:unu:|s

Administrative Level: |User

[ User Can Logoff Locked PC

k.ey Settings
Range: |pedium
[ |z aPass Key

£

Auta Logoff Timer: [ rairte(s] 0 - dizable

Range Refinement |

[ Beep'when Locking

Lock in Pazzword Ovemnde

Lack if the key iz Stationary for |Digabled

El

" it |5 |minutes

Application ntegration S cript Path:

Fun Application Integration Logaff Script

Wt ait |EI gecond(z] O - dizable

El

|"\"mH_'.-'hIIDSE[VE["\SEIiDtS".dEI‘ﬂD.EtSI

1]8

I

Cancel

In this property page, Administrator can determine this user’s XyLoc preference, such as
Authentication options, XyLoc Proximity badge ranges for lock and unlock, etc.

The setting for “Application Integration Script Path” is used to direct the user’s record to a
specific location for a XyLoc Application Integration script, if one is being used.
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Managing XyLoc Computers

XSS-AD also provides one property page to manage any computers that are equipped with the
XyLoc proximity device.

e To manage the computer, from the “Active Directory Users and Computers” management

console, select and right click on the computer and select “properties”.

.."{; Active Directory Users and Computers

o =] 4|
J@ Consale  Window — Help |;Ii|£||
Jatn yeu || » AE| X RB 2] 2BBYE D |
Tree I Computers 1 objects
@ Active Directory Users [ ame | Type | Description |
E@ ensuread.cam M=P-DEY Compuker
[-[23] Builtin

a Compukers
&#-(&5] Domain Control
(€] Engineer
|:| FareignSecurity
|:| Users

Ensure Technologies — User’s Guide for XSS-AD ver 4.x.x
Drawing#: 510-0100-007 Drawing Rev: 2.00 Rev Date: 09-04-2009
Page 35 of 65



¢ From the Computer property sheet, there is one new property page “XyLoc Host Info” that is
used to manage computer with XyLoc device.
e Click on the “XyLoc Host Info” to manage the XyLoc information for this computer.

General Operating System kember Of Locatian
tanaged By Diakin #yloc Host Infa

#yloc Lock Device
Attached To:  [UISB =]

#yLoc Security Server
P Address: |10.0.0.1

Pt A102
wyloc Client Port: |3510

Kinzk Accaunt Infarmation

[v Enable Kiosk Account

Kinzk Account Mame: |kiu:usk|

[ Enable Unique Account Display

Hozt Range Setting

Fange: |Medium ﬂ Fiange Fefinement

Delay Lock Setting

Delay locking for |0 seconds

Batch Upload |1 Ewvent Log(z] bo #ploc Secunty Server

[ Ok l [ Cancel

e In this property page, Administrator can manage information that is associated with this
computer. The field that MUST be configured is the XSS IP address. The XSS IP address is
blank by default and the correct XSS IP address must be entered here. If the IP address is not
configured in this setting, then the first time the client communicates to the server, the AD
will send back a blank setting and will remove the IP address from the client, causing it to no
longer communicate to the server. It is very important to populate this field prior to installing
the XyLoc client software on the PC.

e Under the “Kiosk Account Information” section, at least one of the boxes must be checked.
If neither box is checked, then no keys will be authorized on this PC.
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o If this PC is going to be Kiosk only, then only check the “Enable Kiosk Account”
box.

o0 If this is to be Unique only, then only check the box for “Enable Unique Account
Display”.

0 If both are desired then check both.

e NOTE: The option under “XyLoc Host Info” for “Host Range Setting” will always be visible
even if Host Based Ranges is not enabled (see section for User vs. Host Based Ranges). If
this setting is enabled, then the desired Lock/Unlock range must be set on each Computer and
will apply to all users that access this particular computer regardless of what their range
settings are defined as.

Hoszt Range Setting

Range:  |Medium j Range Refinement

User Grouping

Active Directory uses Groups to manage shared resources and security policies. The
XSS-AD utilizes the capabilities of Active Directory groups to arrange users into
manageable units. All XyLoc Security/Preference settings can be applied to all users
within the appropriate security group.

To manage the XyLoc users from the Active Directory group, the Administrator needs to:

A) Create a new security group or select an existing security group in the active directory.
B) Check the box at the top for “Enable XyLoc Preferences” in the XyLoc tab.

C) Determine the XyLoc users that will be in this security group

D) Assign the XyLoc user to be a member of this group if they are not already

XyLoc Setting Precedence

XyLoc will use the following order to determine the precedence of the XyLoc settings for a
user:

A) Use the group XyLoc Preference if the user is the member of this group and the group
XyLoc preference is enabled.

B) Use the user’s XyLoc preference if the user does not belong to a group or the group
XyLoc Preference is disabled.

NOTE: If Host-based ranges are being used, then the ranges must be set on each individual
Host. Any ranges set in the group will not be used. If User-based ranges are configured, then
the range setting is subject the same precedence as described above.
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Functional Limitation

Active Directory allows a user to be a member of more than one group and a group can also
be a member of another group. To simplify the management tasks and avoid ambiguous
conflicts, XyLoc Active Directory will not support multiple groups or hierarchy groups.

Administrators can still setup a user to be a member of multiple groups or a hierarchy group
structure for other policies or settings, but XyLoc will only tie to one XyLoc Group
preference setting.

To help the Administrator manage the XyLoc Preference for the group, a new setting “Enable
XyLoc Preference Setting” is added to the XyLoc Preference. The default value of this setting
is unchecked which means that the XyLoc Preference is not used for this group. If the
Administrator wants the XyLoc Preference setting to be used for this group, he/she must
check this setting to turn on the XyLoc Preference.
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Computer Grouping

As with the user settings, the computer settings can be grouped as well, except Host Ranges (at
this time Host Range settings do not support Grouping. Each computer’s range must be defined
individually). However, keep in mind that when using a group, ALL of the settings for the
XyLoc Host Info will be defined. There is not a way to specify which of the XyLoc settings will
apply and which will not. This includes the “Enable Kiosk Account” setting and the “Kiosk
Account Name” that are defined.

Kiosk Accounts

Ensure has developed the Kiosk account to help improve the efficiency of the shared PC
environment. Ensure will utilize the Active Directory Schema extension and the Ul
extension associated with the computer to allow the Administrator to create the Kiosk. All
XyLoc users will use the defined shared kiosk account for login on that PC. NOTE: There is
an option to also allow a unique account logon to the PC.

When creating a Kiosk account from the XSS over a network, there are several steps that
need to be followed. It is very important that these steps be implemented in the following
order.

1. Create the desired Kiosk account in Active Directory, or select an existing “Shared”
account that has already been created. For this example, the account is called “kiosk”.

2. Select the Computer that is to be used for the Kiosk account and go to Properties. NOTE:
These instruction refer to one specific host, however a group can be used as well. All of
the following settings are listed in the AD Group settings, so an existing group of PCs
can be used, or a new group of PCs can be created.

a. To use a group, however, all of the PCs in the group will have to be using the
same shared kiosk account, since this is a setting in the group as well and there is
no way at this time to specify which settings are defined and which are not.

b. If each host will have its own unique shared login account, then each PC must be
configured individually.
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3. Make sure the XSS IP Address is defined

WINXP Properties

General Operating System kember Of Locatian
tanaged By Diakin #yloc Host Infa

#yLoc Lock Device
Attached To:  [UISB =]

#yLoc Security Server
IP Address: |10.0.0.1]

Pt A102
Fyloc Client Port: |3510

Kinzk Accaunt Infarmatian

[ Enable Kiosk Account

Kinzk Account Mame:

[ Enable Unique Account Display

Hozt Range Setting

Fiange: |Medium ﬂ Fiange Fefinement

Delay Lock Setting

Delay locking for |0 seconds

Batch Upload |1 Ewvent Log(z] bo #ploc Secunty Server

[ Ok l [ Cancel
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4. Check the box for “Enable Kiosk Account” and define the specific AD Username to be
used on this PC for the shared kiosk account.

General Dperating System bember Of Location
tanaged By Diakin #ploc Host Info

#yLoc Lock Device
Attached To: |LISE j

#HyLoc Security Server
IF &ddress: |10.0.0.1

Fiort: 5102
Fyloc Client Port:: |3510

Kinzk Account Infarmation

v Enable Kiosk Account

Kinzk Account Mame: |kiozk

[ Enable Unique Account Dizplay

Host Range Setting

R ange: |Medium j Range Refinement

Delay Lock Setting

Delay locking for - |D seconds

Eatch Upload |1 Ewent Log(s] to #yLoc Security Server

[ OF. l [ Cancel

NOTE: Here are some details about the functionality of the Kiosk accounts in XSS-AD:

1. If desired, the user’s unique account can also be displayed, allowing the user to login
with either the Kiosk account or their unique account.

a. Keep in mind that this will be true for ALL users of this PC. There is no way to
define which users will be able to see their unique accounts and which will not.
Any users that approach this PC with a valid XyLoc Key will be given the option
to login with either account.

b. Also, the unique account will only be displayed at the initial login screen. If the
kiosk account is already logged on, and the screen is simply locked, the user will
only see his/her kiosk account displayed as there is no need to display their
unique account. If they want to login with the unique account, they can simply
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unlock with the Kiosk account and then logoff the PC gracefully. Then, once
logged off, they will see their unique account displayed for them to login with.

c. If a user logs in with their unique account, then only that user’s Key will be
displayed at a locked screen until it is logged off, unless the other users have the
option enabled for “User can logoff locked PC”.

d. IMPORTANT: If this is to be Kiosk only, then only check the “Enable Kiosk
Account” box. If this is to be Unique only, then only check the box for “Enable
Unique Account Display”. If both are desired then check both. However, at
least one must always be checked. If neither box is checked, then no keys will be
authorized on this PC.

2. In a Kiosk account, each user is sharing the same Active Directory account, as well as the
same Active Directory password, with regards to the Microsoft Login. However, XyLoc
will require a unique password from the individual users for additional security (if the
Login or Unlock Authentication is set for “Must Enter Password”). In the Kiosk account,
the user’s unique XyLoc password will be their individual Active Directory account
password.

3. If both the unique account and kiosk account are enabled then both accounts are
displayed at the Login. We use the following formatting to distinguish which name is
which account in the selection box at login since both will be displayed. NOTE: In this
example the kiosk account name is “kiosk”, the user’s AD account name is “tom” and the
user’s display name is “Tom Xydis”. In this example, the user would see the both of the
following names on the list (at login only):

Tom Xydis
(tom)

a. “Tom Xydis” is the unique account. When this name is selected, the user’s AD
account, which is “tom”, will be logged on.

b. “(tom)” is the kiosk account. When this name is selected, the user will be logged
into the shared kiosk account, which in this example is “kiosk”.

c. This is also impactful in password override mode, if using the method of
Password Override. To use password override in unique account, the user will
simply enter their normal AD username and password. In the kiosk password
override mode, the user must enter “(tom)” (including the parenthesis) as the
username and then their AD password. This will set the XyLoc system to login
to the kiosk account.

XyLoc Setting Precedence

In the Kiosk account mode, the user’s unique account preferences will be used for the kiosk
as well as the unique account (if allowed). For example, Dr Smith has his Active Directory
account “jsmith” and he is also a member of kiosk account “kiosk”. When XyLoc queries the
Active Directory, XyLoc will find two separate accounts, but will use only the preference
defined in “jsmith” for both accounts. If a group is used, then the settings from the group will
take precedence over the user settings.

User vs. Host Based Range Settings

By default, the ranges are set per user (or user group). If it is desired to set the range per user or
user group, then nothing different needs to be done since this is the default. Ifit is preferred to set

Ensure Technologies — User’s Guide for XSS-AD ver 4.x.x
Drawing#: 510-0100-007 Drawing Rev: 2.00 Rev Date: 09-04-2009
Page 42 of 65



the range specific to the computer (Host) then please use the following steps to enable this
functionality:

1. Create a new user in Active Directory with the username of xylocglobalconfig
a. This account does not need any specific permissions as it is just a placeholder for the
global settings used by the XSS.
2. Go to the properties of this user and click on the tab for “XyLoc Config”
3. Change the drop down box to “Host Based Ranges”

%yLoc Global Config Properties 2=

b ember OF I Dk I E nvironmet I Sesziong
General I Addrezs I Account I Profile I Telephones | Organization
Femate contral I Terminal Services Profile #yLoc Config

Fange Setting:  (MESNEEET MRS j

XyLoc Global Config Properties ed 4

kember Of I Chal-in I E nvironment I Sesziong
General I Address I Aocount I Prafile I Telephones | Organization

Riemnate contral I Terminal Services Prafile #yLoc Caonfig
Fange Setting: (Al m s e j

4. Click “OK” to save the change.
5. Go to the properties of the computer in Active Directory and click on “XyLoc Host Info” and
set the desired range for this PC.

a. The default range setting is Lock: 9 and Unlock: 5

Host Range Setting

Range: IMedium j R ange Refinement

Batch pload I'I Ewvent Log(z] to #yLoc Securnty Server

QK. I Cancel Smply

6. Click “OK” when finished.

NOTE: Groups are not supported for Host-based ranges. The PC can still be in a group for
Kiosk Settings, XSS IP Address, etc. However, if Host-based ranges are going to be used then
they must be set on each host individually.
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Legacy XSS-AD Management

This section contains the details for managing users and compute in XSS-AD version 4.1.9a or
earlier. If using version 4.2.0 or later, then please refer to the previous section for “Using XSS-AD”.

Managing XyLoc Users:
There are two basic types of accounts within XyLoc:

e Unique user account: a unique user is a single XyLoc key permitted to access a single
Active Directory account.

o Kiosk user account (available in the XSS-MD): a kiosk user is one of many XyLoc keys
permitted to access a single Active Directory account. Each kiosk user, however, has a
unique XyLoc password. This password is synched to their individual Active Directory
account password. Because of this, each user in the kiosk must also have an individual
Active Directory account.

To manage XyLoc user and computer, start the “Active Directory Users and Computers”
management tool from the Administrative Tools.

£# Active Directory Users and Computers Y |
J@ Console  Wwindow  Help |;[i|5||
[ atin vew || - | B@E XSFRB 2[00 vaE

Tree I ER 1 objects
@ Active Directory Usars | | Mame I Type I Description |

EI@ ensuread,com ﬁ Johin Srmith ser ER Dockor

-] Builkin

L[] Computers
@ Domain Control
@ Engineer
-] ForeignSecurit

I:l Users
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¢ In this example, right click on the user “John Smith” and select “properties”.
e From the user properties sheet, there are two new property pages “XyLoc General” and
“XyLoc Preference” that are used to manage XyLoc users.

John Smith MD Properties 7] x|

kember OF I Dial-in I Environment I Sezsions I Remote contral
Teminal Services Profile I #yLoc General I #yLoc Preference
Gieneral | Address I Aocount I Prafile I Telephones I Organization

g Johin Srith MD
Eirst name: IM Iitials: I

Last narme: ISmith kD
Diizplay name: I-J-:lhn Srith MO
Dezcrption: I

Office: |

Telephone number: I Other...

E-mail: I

Web page: I Other... |

k. I Cancel Smply

XyLoc General Property Page

e Click on the “XyLoc General” tab to manage the XyLoc user general information.
e In “XyLoc General” there are settings related to the user themselves.

0 Use as shared secure kiosk account: This is allows an administrator to designate
this account as a shared kiosk account for multiple users to share.

0 Badge ID: This is where the XyLoc KeyID is configured for this user (if this
account is to be used as a Kiosk, then don’t configure a Badge ID for this user)

0 XyLoc PIN: Used to enable a XyLoc password for the user in place of the AD
password. This setting is ONLY used for when the user is assigned to a kiosk and
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will only be valid in the kiosk login. The user’s unique account will synchronize
with the user’s AD password automatically.

0 Change Credential: Allows the administrator to set the credentials for the user’s
applications that are setup with Application Integration scripts. For this option to
work, the Al Script file must be in a network share that is located on the same server
as the Active Directory. If not, then the user must manage the passwords for their
applications at the XyLoc client. Please refer to the XyLoc Client User Guide for
more information.

John Smith Properties 21

Member Of I Dial-in I Erveironment I Sezsions I Femote contral I
eneral I Addresz I Account | Profile | T elephones I Organization I
Terminal Services Profile #yloc General HylLoc Preference

[T Use as shared secure kiozk accounk

Eadge |D: I

Lo PIM: I

Application |ntegratian

Scrpt File: I

Change Credential...
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XyLoc Preference Property Page:

Click on the “XyLoc Preference” to manage the XyLoc preferences for this user.

°
John Smith Properties E E3
tember OF I Dial-in I E nvironment I Sezzions I Remote control I
General I Address I Account I Profile I Telephones | Organization |
Terminal Services Profile I HyLoc General #ploc Preference
—Account Settings
Login:  (EFESSGEEE j
v Allow Passward Overide (Mo Key)
Urlock: IMust Enter Password j
V¥ Allow Password Dveride (Mo Key]
Unlock ko Key Only for up to |1 5 Isecgnds j
Adriniztrative Level: |L|$er j
Auto Logoff Timer: IEI minute(z] 0 - disable
[ User Can Logoff Locked PC
— k.ey Settings
Range: IShort vl Flange FRefinement |
[ |z aPassz key [~ Beep'when Locking
Lack if the key iz Stationary for IDisabled j
— Lock in Password Ovenide
W ait |5 Iminutes j
— Run &pplication Integration Logoff Script
W aik ID zecond(z] D - disable
Application [ntegration Script Path;
0k I Cancel | Apply |
e In this property page, Administrator can determine this user’s XyLoc preference, such as
Authentication options, XyLoc Proximity badge ranges for lock and unlock, etc.
°

The setting for “Application Integration Script Path” is used to direct the user’s record to

a specific location for a XyLoc Application Integration script, if one is being used.
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Grouping

Active Directory uses Groups to manage shared resources and security policies. The XSS-AD
utilizes the capabilities of Active Directory groups to arrange users into manageable units. All
XyLoc Security/Preference settings can be applied to all users within the appropriate security
group. The following screenshot is a sample of the XyLoc Preference integrated into the group
“XyLoc-ED”

XZ¥Loc-ED Properties 1 ﬂﬂ

General I Members I Mermnber Of I Managed By Heloc Freference I

[+ Enable uloc Preference Setting

—&ccount Settings

Logir: |Mu$t E nter Pazzword li
¥ Allow Password Overide (Mo Key]

Unlock: |Mu$t Enter Paszward ll
¥ allow Password Overide (Mo Key]

Unlock. to Kew Only far up to I'I 5 I&ecnnds LI

Adminigtrative Level: ILlser ;I

Auto Logoff Timer: ||:| minute(s] 0 - dizable

I~ Usger Can Logoff Locked PC

— Kiozk Account Information
[T Enable Eiosk &cocount

Fiosk Account Mame: I Ll
_l- Enable Unique Account Dizplay |
— Fey Settings

Fange: IStht ;I R ange Refinement |

I 13 aPass Key I Beep'when Locking

Lock if the key iz Stationary for IDisabIed ;I

— Lock in Password Overnde

WAt ait |5 Iminutes ;I

— Fun Application Integration Logoff Script

Wt aik iD zecond(s] O - dizable
Application lnkegration S cript Path:

Ok, I Cancel | Lpply |

To manage the XyLoc users from the Active Directory group, the Administrator needs to:

A) Create a new security group or select an existing security group in the active directory.
B) Determine the XyLoc users that will be in this security group
C) Assign the XyLoc user to be a member of this group
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XyLoc Setting Precedence

XyLoc will use the following order to determine the precedence of the XyLoc settings for a
user:

A) Use the group XyLoc Preference if the user is the member of this group and the group
XyLoc preference is enabled.

B) Use the user’s XyLoc preference if the user does not belong to a group or the group
XyLoc Preference is disabled.

Functional Limitation

Active Directory allows a user to be a member of more than one group and a group can also
be a member of another group. To simplify the management tasks and avoid ambiguous
conflicts, XyLoc Active Directory will not support multiple groups or hierarchy groups.

Administrators can still setup a user to be a member of multiple groups or a hierarchy of
groups for other policies or settings, but XyLoc will only tie to one XyLoc Group preference
setting.

To help the Administrator manage the XyLoc Preference for the group, a new setting “Enable
XyLoc Preference Setting” is added to the XyLoc Preference. The default value of this setting
is unchecked which means that the XyLoc Preference is not used for this group. If the
Administrator wants the XyLoc Preference setting to be used for this group, he/she can
simply check this setting to turn on the XyLoc Preference.
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Kiosk Accounts (available in XSS-MD)

Ensure has developed the Kiosk account to help improve the efficiency of the shared PC
environment. Ensure will utilize the Active Directory Schema extension and the Ul extension
associated with the Active Directory group to allow the Administrator to create the Kiosk group.
All users in the group will use the (single) shared kiosk account for Active Directory login.

When creating a Kiosk account from the XSS over a network, there are several steps that need to
be followed. It is very important that these steps be implemented in the following order.

1. Create the desired Kiosk account in Active Directory, or select an existing “Generic” account
that has already been created. For this example, the account is called “ERKIOSK”.

1.{; Active Directory Users and Computers

J@ Console  Window  Help |;li|l|
L aton wen ||~ (@@ X TR 2| 0BBaTSE |

Tree I ER 2 objects

@ active Direckary Users |ame Type Diescription
EI@ Support3.cam 4§ John Smith User EFR Dackar
-2 Builtin €7 ErkIOSK User
----- D Zomputers
{28 Domain Control
D ForeignSecuriky
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2. Setup the user as the kiosk account.

ERKIOSK Properties ed 4

tember Of I Dial-in I Ervironment I Sessions I Remote control
General I Address I Aocount | Prafile | Telephones I Organization
T erminal Services Profile #yloc General | #yLoc Preference

¥ Use as shared secure kinsk account

Badge |D: I

suloc PIN; I

Application [ntegration

Script File: I

Change Credential...
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3. Create a new Security Group (or use existing group if desired) and under the XyLoc
Preferences tab check the box for “Enable XyLoc Preference”.

XyLoc-ED Properkies ﬂﬂ

General I Members I Fember OF I banaged By #ploc Preference I

[+ Enable #vloc Preference Setting

— fSccount Settings

Login: IMust E nter Password ;I
v Allow Password Owveride (Mo Eeay]

Unlock: IMust E nter Paszword ;I
v allow Password Owverride (Mo Key]

Unlock to Key Only for up ta I'I 5 Iseconds LI

Administrative Level: ILIser ;I

Auto Logoff Timer: ||:| minutelz] 0 - dizable

[T Uszer Can Logoff Locked PC

— Fiozk Account Information

[T Enable Kiosk &ccount

Fiosk Sccount Mame: I LI
_l- Enable Unigue Account Dizplay |
— key Settings

Range: IShDrt ;I R anae Refinement |

I IsaPass key I Beep'when Locking

Lack if the ke iz Stationary for IDiaabIed LI

— Lock in Pazzword Override

W ait |5 Iminutea LI

— Fun Application Intearation Logoff Script

' it iEI zecond(z] O - dizable
Application [nkegration Script Path:

Ok, I Cancel I Lpply I

4. Under XyLoc Preferences check the box for “Enable Kiosk Account” and select the Kiosk
account that this group will use.

— Kiosk Account Infarmation
I¥ Enable Kiozk Account

Fiozk Account Name;

[ Enable Unique Account Display

—FK.ey Settingz
Rarge: |5|“'"I'ft :I Fange Refinement |
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5. Make the users that are to be part of the kiosk a member of the new Kiosk group.
NOTE: Here are some details about the functionality of the Kiosk accounts in XSS-AD:

o The Administrator can decide if the user’s unique account should also be displayed during
login by checking the “Enable Unique Account Display”. This box is NOT checked by
default.

— Kiozk Account [nfarmation
¥ Enable Kiosk Account

Kiosk Account Mame: |edkiosk |
| ¥ Enable Unique Account Display

e If the box to Enable Unique Account Display is checked, then at login, both the user’s unique
account and kiosk account will be displayed as authorized users to login. If the box is
unchecked, then only the Kiosk account will be displayed.

e At unlock, only the account that is authorized to unlock the PC will be displayed. For
instance, if the PC is logged into the Kiosk account, then only the user’s Kiosk name will be
displayed.

e In a Kiosk account, each user is sharing the same Active Directory account, as well as the
same Active Directory password, with regards to the Microsoft Login. However, XyLoc has
the ability to require a unique password from the individual users for additional security
(Login or Unlock Authentication must be set for “Must Enter Password”). In the Kiosk
account, the user’s unique XyLoc password will be synched with their individual Active
Directory account password so the users do not have to remember multiple passwords.

XyLoc Setting Precedence

In the Kiosk account mode, the group XyLoc Preference will be used for the kiosk as well as
the unique account, if used. For example, Dr Smith has his Active Directory account
“drsmith” and he is also a member of the Kiosk Group which uses the kiosk account
“edkiosk”. When XyLoc queries the Active Directory, XyLoc will find two separate
accounts, but will use only the Kiosk Group Preference settings for both accounts.

XyLoc Computer Property Page

XSS-AD also provides one property page to manage any computers that are equipped with the
XyLoc proximity device.

e To manage the computer, from the “Active Directory Users and Computers” management
console, select and right click on the computer and select “properties”.
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-.{; Active Directory Users and Computers

J @ Console  Window

Help

=101 %]

=8 x]

“ Action  View |J<:= #||X|@|J’kﬁiﬁh?@{h

Tree I

Computers 1 objects

Iﬁ Ackive Directory Users
El@ ensuread,com
-2 Builkin

43 Computers
({25 Domain Control

@ Engineer
-] ForeignSecurity
I:l Isers

aME

| Type

| Descripkion

xP-DEY

Computer
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¢ From the Computer property sheet, there is one new property page “XyLoc Host Info” that is
used to manage computer with XyLoc device.

e Click on the “XyLoc Host Info” to manage the XyLoc information for this computer.

RYAN-POWEREDGE Properties EHE

General I Operating System | kember Of |
Location | tManaged By #ylac Hast Info
— Lo Lock Device
Attached To; ' j

—#ploc Securty Server
|P Address: |192.168.2.254

Part: |51 0z

wyLoc Client Part:: |351 0

B atch Upload I'l Ewvent Log[z] o #ploc Securnty Server

0k, Carcel Spply

e In this property page, Administrator can manage information that is associated with this
computer. The field that MUST be configured is the XSS IP address. The XSS IP address is
blank by default and the correct XSS IP address must be entered here. If the IP address is not
configured in this setting, then the first time the client communicates to the server, the AD
will send back a blank setting and will remove the IP address from the client, causing it to no
longer communicate to the server. It is very important to populate this field prior to installing
the XyLoc client software on the PC.
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Grouping

As with the user settings, the computer settings can be grouped as well.

XyLoc-ED Propetties il
General I td embers I b embier Of |
Managed By I #yLoc Preference #yLoc Host Info

¥ Enable ¥yLoc Host Setting

—#yploc Lock Device
Attached Te: |UISE =]

—#yloc Security Server
IF Address: |192.168.1.1)

Part: |5'| 0z
#yLoc Client Paort:; |351 0

Batch Upload I'I Ewvent Log(z] bo =yLoc Security Serer
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Administering XSS Services

XSS Monitor Service

The XSS includes a monitoring service that acts like a “Watchdog” on the XSS service. This
service will automatically restart the XyLoc Security Service if it detects it is stopped for any
reason.

Optionally, this service can be configured to automatically restart the service at a given time each
day. This is done through a registry setting on the XSS Server. To enable this functionality,
create a string registry value named ‘MonitorTime’ under
HKEY LOCAL MACHINE\SOFTWARE\Ensure Technologies\XSS. Set the wvalue of
‘MonitorTime’ to the hour that the XSS service is desired be restarted in military time format (0-
23).

NOTE: The service does not stop immediately when given a stop command. It can take up to 3
minutes for the services to completely stop in some cases. Because of this, there is a built in 3
minute delay in the monitor tool before the XSS service is restarted.

XSS-SQL Database Utilities

There is a SQL Database maintenance utility available with the XSS that can be used to perform
basic maintenance of the SQL database. If a full SQL database is used, then Ensure Technologies
recommends that the standard SQL maintenance tools provided by Microsoft be used as they will
provide much more functionality and flexibility.

The XSS Database Utility is located in the directory specified in the XSS-DB installation. The
default for this location is C:\Ensure\XyLoc\DBFiles. Select the file called “XSS-AD-
DBUftility.exe”.
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(M x5s5-AD Database Utilities w10 - 10| x|

'ou muzt stop Fyloc Securitby
Services before performing Stop Services
databaze maintenance.

Lo Maintenance

Finizh |

In the XSS-AD, the user configuration is contained in Active Directory. Only the XyLoc logs are
stored in the XSS database. From this utility the following options are available:

1. Stop and Start the XSS Service
2. Purge old log files

Before any maintenance can be performed, you must stop the XSS Services. Click the “Stop
Services” button at the top to enable the buttons for the maintenance.

When finished with the XSS-SQL Database Utility, click “Start Services” to restart the XSS
service, and then click “Finish”.
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Log Maintenance

1. Click the button for “Log Maintenance”

=

Select the date to begin archiving the log table entries.
Al lag entries before the selected date will be archived
into files located at chEnsuretplochDBFiles. The
archived log entries will then be deleted from the
database tables.

Sun Mon Tue Wed Thu Fr Sat
B 2/ oM™ 1! oA 1

2 2 4 &H B 7 B
9 10 11 12 13 14 14
16 17 18 19 20 21 22
23 24 @ B2 28 M
a1 2 3 4 5 B

T Today: 472572006

Archive Logs | Firizh

2. On this screen, select the date from which you want to keep. All logs prior to this date
will be removed from the SQL database and copied to the C:\Ensure\XyLoc\DBFiles\
directory as txt files.

3. Click “Finish” when completed.

When finished with the XSS-AD Database Utility, click “Start Services” to restart the XSS
service, and then click “Finish”.
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Deployment of XyLoc Client Software

Once the user database is completed, the XyLoc client software will need to be installed on the
workstations, if it has not been already. This can be installed locally (with at CD provided from
Ensure Technologies, via a Download from the XSS or Ensuretech.com website) or via an MSI that is
“pushed” with some type of third party Enterprise Deployment software.

NOTE: If the Host is not created manually then it will not show up in the XSS database until the
XyLoc Client software is installed and the client begins communicating to the XSS.

Installing the XyLoc Client Locally

Please see the XyLoc Client User Guide for step by step instructions on a local installation of the
XyLoc client.

In an Enterprise installation, generally the Host will be put into a Group on the XSS.
When the host is going to be used in a Group, there are a few things that need to be considered
before installing the XyLoc client.

1.

To install the XyLoc client on a host, one must be logged in with a valid administrative
level account. NOTE: The account must have local Administrative rights in order to
install the XyLoc software. Sometimes a Domain Administrator does not have the
necessary rights (especially in Windows XP). Ensure Technologies recommends logging
in as the actual Administrator of the host to install the software.

During the installation, a dialog box will appear to setup an account. These fields must
be filled in. However, the software will create the record in the database on the local
host. This record is then uploaded automatically to the XSS and stored there as a unique
user for that host.

IMPORTANT: These unique user settings will override group settings on that specified host.
Be sure to use a different account name to log onto the desktop for installation, than what will
be used by the Kiosk account for login.

a. Ensure Technologies recommends setting up an administrative account to be
used to log into the workstation before installing the software. This account will
need to be created either on the host, or on the server that is used for user
authentication (NT Domain controller or Novell Server) if there is one. This
account will need to have local administrative rights.

b. By logging into the host with this account, the XyLoc software will inherently
create this account as well. This account would be a “super user” of sorts,
allowing access to the desktop by anyone that has access to the Key ID or the
password configured for that account.

c. This key will need to be protected as it will have administrative rights.

There are also some things that must be considered when deciding what Key ID to use.
There are two possibilities when entering the Key ID. (a) Entering a valid Key or (b)
entering an invalid Key ID:

a. A valid Key ID can be used, and then access to the desktop is available by either the
password (through the Password Override feature) or via the valid Key, or possibly,
if dual authentication is required, the password can be required in addition to the

Ensure Technologies — User’s Guide for XSS-AD ver 4.x.x

Drawing#: 510-0100-007 Drawing Rev: 2.00 Rev Date: 09-04-2009

Page 60 of 65



Key. However, if only the key is required, and that key is stolen or lost, whoever
recovers the key will have administrative access and will not need a password.

b. An invalid key can be used instead. Something must be entered for the Key ID (it
won’t continue with the field left blank), so just enter a series of numbers (i.e. 123) in
the Key ID field, making sure there is no actual key with that ID number. Since there
is no key with that actual ID number the account will not be accessible by a XyLoc
key. Keep in mind the option for Password Override must be enabled, as this will be
the only option to log in with the “Admin” account.

c. Regardless of which method is used for the Key ID entry, be sure the same Key ID is
used for all the installations. Any Key ID used equates to one license on the XSS. If
multiple Key IDs are used, it will use multiple licenses. If only one Key ID is used,
regardless of how many hosts it is used for, it will still only use one license on the
XSS.

When the software is installed a prompt will appear during the installation of the client for the
XSS IP address. Be sure to enter it properly before moving on to the next step. If for some reason
the IP address does not get set properly, and you need to correct it:

a. Open the XyLoc Configuration Manager (by double-clicking the icon in the system tray).
b. Click the tab at the top for “PC Setup”.

c. The IP address of the XSS should be listed in the field for “XyLoc Security Server (XSS)
Search Order”. If not, then click on “Add” and enter it manually.

d. Click the button to save the changes and then restart the PC.

Enterprise Deployment of the XyLoc client:

Beginning with client version 8.2.4, the XyLoc client is available in an MSI format, which will
allow it to be deployed remotely. This has been tested and used successfully with Active
Directory Group Policy deployment. There is a separate document available from Ensure
Technologies that describes this process.

When considering a remote installation of the XyLoc client it is important to remember that for
an initial installation of the client it is also necessary to install and the XyLoc Lock as well as
ensure proper placement of the hardware. Generally some user orientation is also necessary.
Proper placement and user education are crucial to a successful deployment of the XyLoc
solution.

IMPORTANT: Because of these extra “needs”, even though it is technically supported, Ensure
Technologies does not recommend a remote installation for the initial installation of the XyLoc
client. A remote install is certainly very useful for later upgrades of the client software.

Since the file is an MSI format, it should be able to be deployed using other third-party
deployment utilities. However, Ensure Technologies has no specific information on the specific
steps necessary for deployment using those utilities. Please consult the vendor of the utility that
is being used and/or a local system administrator with the necessary experience in that utility.

If a remote deployment is desired, please contact Ensure Technologies to obtain the appropriate
language version of the MSI installation file (English, French, and German language are currently
supported).
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Helpful Tips

If the IP address of the database server changes:

If the XSS database is moved to another server or IP address, then you will have to go to the
registry on the XSS server and update the address that it points to for the database. Go to the
registry editor and go to HKey Local Machine > Software > Ensure Technologies > XSS and
change the IP address in the "SQL DB _Address” setting. You will need to restart the XSS
service for the change to take effect. NOTE: This is assuming that the credentials that were put
into the XSS for administering the XyLoc database are unchanged.

If the IP address of the XSS Server changes, or needs to be changed:

If the IP address of the XSS changes, the following steps must be performed:

e Update the xss.config file found in c:\Ensure\XyLoc\bin. You need to update the entry for
‘ServerIP’ in this text file

e Update the XSS IP address in the XyLoc client in the PC Setup tab on the XyLoc
Configuration Manager.

o If the SQL database is on the same server as the XSS Service, then the steps outlined below
for changing the SQL Server Address will be necessary as well.

If the address of the SQL Server changes, or needs to be changed:

The following registry key will need to be updated on the server that is running the XSS Service
as well as the server that is running the WebUI (if they are not on the same server).

e HKey Local Machine > Software > Ensure Technologies > XSS and change the IP address in
the "SQL_DB_Address” setting.

The XSS Service will need to be restarted following these changes. The WebUI does not need to
be restarted.

XyLoc Client Update:

Go to c:\ensure\xyloc\download, and place the latest Client “install.exe” software version in the
download directory. This will make available the latest client software via the download button
on the XSS.
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Troubleshooting

Error: “page cannot be displayed” when browsing to the XSS start page

1.

Check the address to make sure that it is correct. This address will be
http://<IPaddress>/xyloc/xss.aspx

Check to make sure that the IIS service is running and the Default Website is started within
IIS.

If running Windows Server 2003, make sure to allow ASP.NET and Active Server Pages in
IIS.

If running Windows Server 2008, make sure the XSSAD installation was converted to an
application in IIS.

Changes made at the server are not propagating to the XyLoc clients

If changes that you make at the server are not getting downloaded by the XyLoc client, check the
following:

If the user is in a Group

Make sure that the setting you are changing is inherited.

If the setting is not inherited, and you don’t want to inherit the setting, then make sure to
change it in the “User Preference” section under the individual record.

0 Make sure that the user does not also have an individual record for the specific host.

0 If the user has a record for the host directly and also a record in a group for the same
host, the individual record takes precedent.

If the client PC is using Windows XP SP2, make sure that the firewall is either turned off, or
a proper exception is created for the XSS port (TCP port 3510).
Server 2008 has a similar firewall to XP. This firewall will block communication to and from
the server. If the XSS is installed on Server 2008 and the firewall is enabled, then an
exception would have to be defined for both the incoming and outgoing ports for the XSS and
Client communication:

0 Transmit to Client: TCP Port 3510

0 Receive from Client: TCP Port 5102
Check to make sure the XSS service is running
Make sure the IP address of the server is in the PC Setup tab on the XyLoc Configuration
Manager on the XyLoc Client.
On the XyLoc client, check the exception.txt log (in C:\Program Files\Ensure
Technologies\XyLoc) for any errors regarding communication to the XSS. If there are, then
send this log to Ensure Technologies Technical Support.
Check the xsslog.log file (available on the XSS server in C:\Documents and Settings\All
Users\Application Data\Ensure) for any errors regarding communication to the client.

0 By default the xsslog.log will only generate events when the XSS service is
stopped/started and when specific exceptions occur.

0 To turn on more detail, go to the registry in HKeyLocalMachine\Software\Ensure
Technologies\XSS and change the value of “TraceOn” to “1” and restart the XSS
Service.

0 Send this log to Ensure Technologies Technical Support for more assistance.

0 NOTE: This log will grow quickly once the trace is turned on and should only be
used for troubleshooting. Once the problem is resolved, make sure to turn that
logging back off so as to not use excessive disk space.
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User’s Application Integration credentials are not propagating to other clients

Check the permissions on the XSS Service. Go to the services applet and right click on the
“XyLoc Security Server” service and click on Properties. In the tab for “Log On” the setting is
likely at the default of “local system account”. Change this to a specific account and specify an
account that is at least a member of the “Account Operator” group in AD.
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