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Introduction

Your XyLoc Package

The following is a checklist of all items included in the XyLoc User’s Package:
0 Quick Start Instructions
o XyLoc Solo
=  XylLoc Key
= XyLoc USB Lock
= USB Extension Cable
= XyLoc Lanyard
o CD-ROM containing:
= XyLoc software installer
= Software Release Notes
= Electronic version of XyLoc User’s Guide in Adobe Acrobat format

= Adobe Acrobat Reader installer

Support Information

We are available to answer any questions or provide any needed assistance. Please contact:

Ensure Technologies
Technical Support
(734) 547-1631

support@ensuretech.com

FCC Compliance

This device complies with Part 15 of the FCC Rules and with RSS-210 of Industry Canada.
Operation of this device is subject to the following two conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause

undesired operation.

Warning: Changes or modifications not expressly approved by Ensure Technologies for compliance could
void the user’s authority to operate the equipment. The term “IC:” before the radio certification number
only signifies that Industry Canada technical specifications were met.
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XyLoc Core Functionality

The XyLoc Solo is a flexible hardware/software platform with expanding capabilities. Below
is an overview of the core capabilities in the XyLoc Solo and future capabilities.

Capability

Functionality

Full-Time Access Control

Continuously monitors for the presence or absence of authorized users, secures the PC
when user leaves Active Zone, and unlocks when user returns

Proximity-Based 1D and
Authentication

Confirms the user’s identity and verifies authorized access to the PC based on user’s
proximity to PC

Automatic Network Logon

Provides automatic logon to pre-configured network services; maintains network
sessions when the user leaves Active Zone.

Multi-User Support

One Key can be programmed to unlock hundreds of Locks (for system administrators or
department managers); One Lock can support multiple Keys (for shared PC
environments); Kiosk accounts

Access Methods

Single factor security: Hands-Free, Select User Name

Dual factor security (recommended): Must Enter Password

Transparent Operation

Protects PC without requiring any action or intervention by the user

Programmable Range

User-definable Active Zone for maximum flexibility

Management

User or administrator locally manages and administers XyLoc system

System Connection

Connects via the USB port

OS Support Windows 2000, and XP. NOTE: Windows 95, Windows 98, NT4 and Windows ME
are not supported

Key Type KeyCard

Installation Installs in minutes using only one cable and simple installation Wizard

Screen Saver Support

Any windows screen saver is supported. NOTE: Since XyLoc takes over the security
of the workstation a password protected screen saver in Windows 2000/XP is no longer
available or needed. XyLoc will secure the workstation for the user immediately when
they exit the Active Zone.

Scalable Management

XyLoc Security Server for central management and audit log tracking of the users
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XyLoc Solo Overview

XyLoc Solo delivers desktop security that positively identifies authorized users and permits
access to PCs and portables as appropriate.

The focus of XyLoc Solo is three-fold:
1. Providing full-time access control to PCs and portables
2. Taking the burden of compliance off the end user
3. Making the computer more convenient for the user
XyLoc Solo runs on Windows 2000 and Windows XP. It has been designed with careful

consideration to the varying security dynamics of these operating systems. XyLoc provides
an additional layer of protection to the built-in security capabilities of Windows 2000 and XP.

The XyLoc System

XyLoc KeyCard XYLOC

Ensure Technologies

XyLoc Lock
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XyLoc Product Architecture

XyLoc is a microprocessor-based turnkey solution. Its patented technology is based on
wireless radio frequency (RF) technology that continuously monitors authorized users based
on their proximity to the PC and grants access to the PC as appropriate. The XyLoc system
consists of:

e XyLoc Software: authenticates and identifies multiple users and controls the lock and
key;

o XyLoc Lock: a small ultra-low power receiver that plugs into a USB port;

o XyLoc Key: a small, wireless transmitter with unique user 1D that can be clipped to a
belt or key ring, worn on a neck lanyard, or attached to an ID badge.

How XyLoc Works

The XyLoc Lock and Key are in constant, encoded two-way wireless communication with
each other. As an authorized user approaches the PC, the XyLoc Key identifies and
authenticates the user, and unlocks the PC when the user enters the pre-set Range. Then,
when the authorized user moves out of the Active Zone, XyLoc automatically secures the
desktop. The PC is instantly secured and remains so until an authorized user returns to within
a user-configured unlock range. Background tasks, such as printing and downloading,
however, may continue while the PC is securely locked.
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XyLoc Secure Login and Password Overview
Windows 2000/XP

The Windows NT based Operating Systems (2000/XP) are designed with inherent security.
There is already a GINA in place which controls the logins, profiles and security permissions
on the workstation. The XyLoc system also has a GINA, which takes over the primary
windows logon and in turn “calls” the Microsoft GINA. Most of the inherent Microsoft
security is still in place, and XyLoc enhances that security with a proximity based solution.

The XyLoc Secure Login will be the first screen that is displayed on the PC, and the same
basic login process will be used. The exception is that hitting “CTRL+ALT+DEL” on the
keyboard will allow access to the standard Microsoft/Novell login box and a user can login
with a valid local or domain account and override XyLoc. This is to allow an Administrator
to still gain access to the PC, even if that Administrator does not have a XyLoc account.
There is a registry setting that can be enabled which will block all non-XyLoc accounts from
gaining access to the system, even Administrators, however this setting is disabled on the
default installation.

Also, the F8 keystroke at boot up is not disabled at login. This is due to the security of
Windows itself, and only an Administrator should have access to truly bypass XyLoc in Safe
Mode.

Lastly, in Windows 2000/XP, the password-protected screensaver is no longer password
protected. Because XyLoc takes control of the security of the workstation, XyLoc also
handles the locking action of the PC. Since the system will lock immediately when the user
leaves his/her active range the password protection on the screensaver is no longer needed. It
will still function as a standard screensaver, but will no longer have a password.

Windows XP Embedded (XPe)

Windows XP Embedded (XPe) is a scaled down version of the Windows XP Professional
Operating System. Original Equipment Manufacturers (OEMSs) can decide which elements
are needed or not when designing their thin clients, allowing for streamlining the hardware
needed.

Each manufacturer’s build is different. It is important to understand the customized XPe
operating system utilities and security feature of a particular device when installing software.

Most XPe operating will revert to their original conditions upon reboot unless necessary
configurations occur, e.g. setting the ‘Write Filter’; utilities to ignore certain files and/or
processes.

Here are items to remember when installing the XyLoc Client on Windows XPe:

» You must be logged into the thin client with the built in *Administrator’ account to
install the XyLoc software.
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» When installing on the Windows XPe Operating System, XyLoc Client only supports

English. The other language versions have been removed to keep the install package
as small enough to be able to be installed on a Windows XPe thin client device.

» When the installation finishes, do not select the option to restart automatically.

Select the option to restart manually later. After the installation, the internal cache
must be “flushed” using the built in “Write Filter” utility of the manufacturer’s
particular XPe build. This will take the changes that were made and write them to
the internal flash memory. If this process is not done, any changes made will be lost
on the next reboot of the device.

0 NOTE: Insome XPe devices, logging in as the built-in Administrator
account turns off the “Write Filter” automatically. If this is the case, then
there is no need to flush the cache to permanently write the changes. Please
consult with your device documentation for more information on that
functionality.

If the XPe build has the capability to have the Write Filter ‘ignore’ selected Windows
files and/or processes after a reboot, please select the following:

o Files:
= C:\%WIN_DIR%\System32\XyLocUF2.LBE
= C:\%WIN_DIR%\System32\XyLocMF2.LBE

0 Processes:
= xyloc.exe
= xylocicon.exe

= Xxylocait.exe

XyLoc Password

For flexibility and security, the XyLoc system provides an additional password, the XyLoc
Password (sometimes referred to as a PIN). The XyLoc password is only used in a Kiosk
account and has two possible applications:

1.

It is used by the Kiosk Account feature to provide multi-factor authentication in a shared
log-on account. NOTE: Starting in version 8.2.4, this is the only password that is
accepted in conjunction with a user’s XyLoc key.

. It is used in conjunction with the user’s Personal Name when performing a Password
Override in a Kiosk account to ensure individual security even when a XyLoc Key is not
present.

NOTE: In a XyLoc Solo, when used in a unique account environment, the XyLoc Password
(PIN) will synchronize with the user’s unique account password. The Kiosk account is the
only type that will have a XyLoc password that can differ from the user’s system account
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password. If it is desired to use at PIN with a unique account, XyLoc 8.3.6 with XSS 4.2.4
must be used. Earlier version of either will not support this functionality.
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Getting Started

Using the XyLoc Lock

The XyLoc Lock included in this package is a low power receiver that is connected to the PC
through a USB interface.

Note: Windows 2000/XP/XPe users must have local Administrator privileges to complete the
installation.

Installing the XyLoc Lock (USB)

1.
2.

Close all open applications. \Q
Please wait to attach USB XyLoc lock until prompted by XylLoc software :

install wizard.

USB Plug

Insert the XyLoc CD into the CD drive.

Install the XyLoc System Software. Locate the latest installation file (EXE) in
the *XyLoc Client Software’. Double-click the file to start the installation and
follow the instructions.

Placement of the XyLoc Lock

XyLoc uses advanced wireless technology to make PC security more convenient for the user.
The proper placement of the XyLoc Lock will ensure that users get the best performance
from XyLoc. For additional guidelines and suggestions, please view the “Using XyLoc End
User” or “XyLoc Orientation Guide” included on the installation CD.

Ideal placement is with the face of the Key parallel to the LED on the front of the Lock. The
best performance of the system will be achieved by trying to maintain this positioning while
you are seated at your PC doing your work.

The primary factor in deciding where to place the XyLoc Lock is to determine where the user
will wear the XyLoc Key the majority of the time. The Key can be clipped to a shirt pocket or
belt or worn on a lanyard around the user’s neck.

Once you’ve identified where the Key will be worn, place the Lock at the same height as
where the Key will be when the user is at the PC. You should also make sure that the path
between the Lock and Key is unobstructed (such as obstruction caused by your arm that
might occur while using your mouse or keyboard).
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For example, if the user will wear the Key on the left side of the shirt, use the Velcro strip to
secure the Lock to the left side of the user’s monitor at the same height as the Key will be
when the user is seated.

If the user will wear the Key on the right side of the belt, use the Velcro strip to secure the
Lock to the underside of the user’s desk. The Lock should be at the same height as the Key
will be when the user is seated. The user should keep the face of the Key pointing at the LED.

Ideal Lock Placement Acceptable Lock Placement
A
P / ._) T 1../'\,";2
AV WS N
B
Fi
A\ it ':E\
| [T ! v /
.'I. r H y k.\-l Il\."."(
. I 1 /) Lt '::EEJ-' E.»
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%m -—'II" T \ f
’ T | i
XTI Wi

Less Desirable Lock Placement

Ry
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The XyLoc Lock Status Light

The LED indicator light on the XyLoc Lock has four possible states:

1. Green — The indicator light is green when the computer is unlocked and available for
access.

2. Red - The indicator light is red when the computer is locked or disabled.

3. — The indicator light is orange when the computer is running the ‘Lock Delay’
timer.

4. [Off] — The indicator light is off if the XyLoc system is not receiving power.

-

LED Status Light
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Using the XyLoc Key

The XylLoc Key is a low power radio transmitter with a unique non-volatile user
identification code that cannot be cloned.

XYLoc

Ensure Technologies

LED Status Light

ON Button

OFF Button

The KeyCard is powered by single coin cell that last approximately twelve to twenty-four
months. The KeyCard has two switches on its front panel marked “O” and “X”. The “O”
turns the Key ON and “X” manually turns the Key OFF. The Status LED flashes green
when the system is turned ON and red when it is turned OFF. The OFF action requires an
extended depression of the “X” button to turn the Key OFF, but to turn the key ON just press
and release the “O” button.

The KeyCard uses sophisticated power management technology and will automatically turn
OFF approximately 13.5 hours after it was first turned ON. You may extend this automatic
turn OFF time up to 3 additional hours by pressing the “O” button one time for each
additional hour, any time after the Key has been turned ON.

The Status LED also functions as a battery tester. As long as the LED functions, the
KeyCard has sufficient battery power. The XyLoc software also incorporates a Battery
Voltage Meter with which the user may check the battery life through the XyLoc
configuration software (See the section for Testing the XyLoc Keys). Also, the XyLoc
Security Server (XSS) at any time has a status log that reports when a battery is running low
on battery life. Please review the XSS User Guide for more details.
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The Key must be in the possession of the user at all times. The XyLoc system provides tools
to help ensure user compliance. XyLoc is capable of identifying a Key that has been left
stationary. The XyLoc system can be configured to automatically secure the workstation,
should a Key be left unattended. This action is also recorded in the Audit Logs.

NOTE: To insert the battery into the KeyCard, place the KeyCard with the XyLoc logo
face down, remove the two retaining screws and slide open the lid. Replace the CR 3032
coin cell with the “+” up.
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Installing the XyLoc Software

The XyLoc software controls the operation of the Lock/Key and their interaction with the
PC’s operating system. The software offers flexible configuration options and selectable
desktop preferences to meet the users varying needs. Installation is accomplished via a
simple-to-use wizard.

Except where noted, the following instructions apply to all supported Microsoft
Windows systems.

NOTE: Windows 2000/XP users must have local Administrator privileges to complete
the installation.

NOTE: When installed on Windows XPe, the XyLoc client only supports English. The
other language versions have been removed to keep the install package small enough to
be installed on a Windows XPe Thin Client device.

NOTE: In version 8.2.4 the installation program was changed to an MSI based
installer. This has changed some of the installation process slightly as well as the
screens that are displayed. The instructions below are for this new installer, except
where indicated.

1. Exitany applications that are currently running.

2. Place the XyLoc CD-ROM into the CD-ROM drive. .

3. Use either My Computer or Windows Explorer to select the CD-ROM drive, and locate
the latest installation file (EXE) in the “XyLoc Client Software’ folder. Double-click the
file to launch and then follow the Wizard’s instructions.

4. Select the language for the installation.

XylLoc |

Fleaze chooze the language far thiz installation from the languages below.

|Engiish (United Statss) =]

Cancel |
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5.

Click Next on the welcome screen to continue with installation.

i'-;?l‘ XyLoc Security Service English - InstallShield Wizard

Welcome to the InstallShield Wizard for XylLoc
Security Service English

The Installshield(R) Wizard will install ¥yLoc Security Service
English on vour computer. To conkinue, click Mext,

WaRNIMG: This program is protected by copyright law and
international treaties,

Cancel |

< Back
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Please review the terms of the Software License Agreement. If you accept all of the
terms of the Software License Agreement, click Yes, and the installation will continue.
If you do not accept all of the terms of the Software License Agreement, click No to
cancel the installation process.

i';?l‘ XyLoc Security Service English - Installshield vizard |
License Agreement ‘
Please read the Following license agreement carefully, ‘ N
BY CLICKING THE ACCEPTAMCE BUTTOMN OR INSTALLING OR ﬂ

OTHERWISE USING XYLOC OR THE XYLOC SOFTWARE (AS DEFINED
BELOWY), WOL ARE CONSENTIMNG TO BE BOUND BY AND ARE

BECOMING A PARTY TO THIS AGREEMENT. IF ¥YOU DO NOT AGREE TO
ALL OF THE TERMS OF THIS AGREEMENT, CLICK THE BUTTON THAT
NDICATES YOU DO NOT ACCEPT THE TERMS AND DO MOT INSTALL,
COPY OR OTHERWISE USE ¥¥YLOC OR THE =YLOC SOFTWARE. (IF
APPLICABLE, YOU MAY RETURN YOLUR XYLOC MWITH PRODF OF
FURCHAZE) TO PLACE OF PURCHASE FOR A FULL REFLIMD) IF ¥OUR
AYLOC OR THE x¥LOC SOFTWARE Y OU RECENWED WAS ACCOMPANIED

DWW n OOkTED Sl STUED Coafkd S0 "Uamrh Syt Chin L 1ecn | sCelo e

¥ I accept the berms in the license agreement;

™ Idonot accept the terms in the license agreement

Installshield

< Back I Mexk = I Zancel
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Once the program is ready to install the files, the “Ready to Install” window will display.
Click “Install” on this screen when you are ready to install

NOTE: This screen does not come up in 8.2.3 and earlier)

i'g!,l XyLoc Security Service English - Installshield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install ko beqgin the inskallation,

IF wou wank to review or change any of yvour installation settings, click Back, Click Cancel to
exik the wizard,

ImstallEhield

< Back

Login Account Selection: Select the desired user name from the list. This list is created
by examining the Users database on the PC. If XyLoc is to be configured for a network
logon account, type the account name here, being careful to enter the name exactly as it
appears for your normal logon. Please create a user via the Users control panel in
Windows.

Login Account Selection E |

Select alogin account name from the list below. Ifthe desired
name does not appear in the list please enter it manually.
banual account entry must match the login account name
exacty.

Administratar j

[ext »

Lock Identification: XyLoc will attempt to find the port to which the Lock is attached.
Click OK to continue. On a new installation, the Lock should not be connected yet,
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therefore XyLoc will not find the Lock. The Port Selection screen will appear. Please
confirm that the correct port has been selected and correct it if necessary. Click “Next”.

Port Selection |

Flease confirm the installer has selected the correct port by
selecting "Mext". If vour lock is connected to a COM port, werify
the cables and port availahility. To search for the lock on a COM
port select"Search"

< Back et Search

10. If you are using the USB version, connect the lock to the computer at this time.

NOTE: On Windows XP, the Found New Hardware Wizard will appear. Leave the
default for “Install the software automatically (Recommended)” and click Next.

Found Mew Hardware Wizard

Welcome to the Found New
Hardware Wizard

Thiz wizard helpz you install softveare for:

FulocUSE Device

\-j If your hardware came with an installation CD
== or floppy dizsk. insert it now.

YWhat do you want the wizard to da?

{#install the software automatically [Recommended}

) Install from a list or zpecific lacation [Advanced)

Click Mest ta continue.

Mewt > l[ Cancel
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11. Let the system find the drivers and install automatically.

Found Mew Hardware Wizard

Please wait while the wizard installs the software.___ L

_\> #yloclSE Device

(o (2

Setting a zpztem restore point and backing up old filez in
case your system needs to be restored in the future.

12. If for some reason Windows XP does not find the driver it will likely prompt the user to
“Insert the disk labeled XyLocUSB Installation Diskette.” If this occurs, click OK, and
then click Browse. Point to “C:\WINDOWS\System32\Drivers\” directory, which
should contain the XyLocUSB.sys file necessary to install the USB device. Click OK.

Insert Disk §|

(+)  Please insert the Compact Disc labeled MylocUISB
‘:{Eﬁ [nztallation Dizkette' into pour CO-ROM drive [D:] and

then click OF.

Y'ou can alzo click OF. if pou want files to be copied
fraom an alternate location, such as a floppy disk or a
netwark, server.
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Files Needed

{ (- The file #ylocl15E . vz’ on #plocU SB [nstallation
h:a-; Diskette iz needed.

Type the path where the file iz located, and then click
OF.

LCopy files from:

C:a I H DO Shapstem 328 drivers w Browse. ..

13. Click “Finish” to complete the new device installation.

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finished inztaling the zoftware for:

_\> FylocUSE Device

Click Finizh ta cloze the wizard.

Finizh
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14. Once Windows has finished installing the device, click “Continue.”

USE Device Installation |

You hawe elected to use Hyloc USB.  Please
connect the Hyloc device atthis time. Ifitis
already connected to the computer, please
remaowe and reconnect it

When using Windows 38, vou may need to
direct'Windows to the *yloc Installation CD to
obtain the drivers

Fress Continue when Windows has
completed the installation.

15. Confirm XyLoc Key ID: XyLoc will attempt to identify the closest Key and insert that
Key ID into this field. Refer to the label on your XyLoc Key and verify that it matches

the Key ID shown. If no Key ID is shown, or if it is not the correct Key ID, please enter
it manually.

Confirm Xylockeyd> |
The installation YWizard has attempted to identify vour ey ID and
placed it belaw. Yerify that it matches the number on the back of
waur Key. [f not, enter the 1D of waur Key below. The system will
not operate withoutthe carrect Key D

[12345]

< Back | Mext »
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16. Personal Name Identification: Enter the user’s full name to further identify the Key
owner.

NOTE: This field is an optional field. If the name is left blank, the actual Account
Name will be used instead.

Optional - Personal Mame Configuration |

Enter a friendly personal name which may be used ta identify
the owner afthis key.

I#—\dminiatraturi

<Back | Next>

17. XSS IP Configuration. This screen has a field to enter the address of the XSS (XyLoc
Security Server), if there is one.

If there is no XSS, this field can be left blank.

NOTE: XyLoc 8.2.4 also added the ability to use the server’s DNS name for the
address instead of the IP address. You can enter either address at this screen.

Optional - XS5 IP Configuration |

Enter the IF address of the Ensure Technologies X555 server.

< Back | I et
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18. XyLoc Configuration Summary. This screen provides a summary of the features you
just selected. Choose Finish to complete the Installation Wizard.

XyLoc Configuration Summary E |

“'ou hawve completed the Installation Wizard. The information
will be saved now.

Account Mame Adrministrator
*yLoc connected to LSE

Key IO 12345

Fange setting hedium

Logon Authentication selact From List
UnLock Authentication melect From List
Perzaonal Mame Administrator

These settings can be modified with the #vLoc Configuration
Manager. The Configuration Manager may be invoked from the
taskbar or by double-clicking the ®yLoc Status lcon in the system
Trany

<-Back Einish
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19. Click “Finish” once the installation is complete.

20.

21.

22.

23.

i'g!,l XyLoc Security Service English - Installshield Wizard |

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed KyLoc
Security Service English. Click Finish ko exit the wizard.

< Bach

Zancel |

Restart your computer when prompted.

i'él XyLoc Security Service English Installer Information E2 |

changes made to ¥yLoc Security Service English to take
effect, Click Yes ko restark now or Mo if yau plan ko
restart later.

& You must reskart your system For the configurakion

If your installation was successful, upon restart you will see the XyLoc logon window.
Logon by clicking on the personal name associated with the XyLoc key.

Your network provider logon screen (Microsoft or Novell) will then appear. Enter your
system account password. Unless your system account password periodically expires,
this will be the last time you will be asked to enter your Microsoft or Novell password
from the network provider logon screen.

Once the desktop appears you will also see a XyLoc Status message that will appear
briefly in the system tray. By default, this message will appear whenever the XyLoc
Status changes (unlocking, disabled, etc.). NOTE: |If it is desired to have this status
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24,

25.

26.

message appear at all times, then right-click on the XyLoc icon and click on “Show
XyLoc State.” This will cause the XyLoc Status window to stay resident on the desktop.

tatus Monitar
Unlocked

(2702 1. Administrator)

The XyLoc icon should also be displayed in your system tray.

XyLoc Icon in System Tray

|<Béf@ 9:52 AM

Test your XyLoc system by stepping away from your PC and watch to see if it secures.
If it does, you’re all set and ready to go! You can also adjust the range at which the
XyLoc locks and unlocks your PC — see Setting the Active Zone in the section for
Advanced User Settings.

To further customize your installation, follow the directions under Configuring the
XyLoc Software.

NOTE: The XyLoc icon in the System Tray can be used to view the status of your
system and to help troubleshoot the system. Simply move your cursor over the XyLoc
icon to view the pop-up that will provide the status of the system.
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Understanding Core Settings

Although a detailed description of the many XyLoc configuration options is discussed in the
Configuring the XyLoc Software section, an overview of the differences among the core
settings is useful.

Administrative Levels

All authorized XyLoc Keys will grant a person access to a particular PC. However, there are
three different Administrative Levels that affect that person’s ability to make changes to the
way XyLoc operates.

The Administrative Levels are set under the Advanced Settings button in the User Setup
tab of the XyLoc Configuration Manager (see Getting Started — User Setup). Only an
Administrator can access the Administrative Levels settings:

User Setup | PC Setup

Administrator Full access to Configuration Manager and all Users’ settings

User* Only Range Settings and Personal | No changes can be made
Name can be changed

Guest No access to XyLoc Configuration Manager

* A User can only access his/her own settings: no one else’s settings will be visible or accessible

Administrator

A person with Administrator privileges has complete access to all of the features of
the XyLoc Configuration Manager. This includes the ability to add and delete users
from the database and to create and modify all settings for individual users.

NOTE: Each XyLoc installation must have at least one user with Administrator
privileges.

The Administrator level is appropriate for the person with the responsibility of
managing an organization’s security or IT infrastructure.
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User

A person with User privileges has limited access to the features of the XyLoc
Configuration Manager. This level is best suited for most users. These users need
regular access to a particular PC and would benefit from the ability to modify the
way XyLoc works in their specific environment.

A person with User privileges will only see their name in the User Name field — no
other people’s names will be visible or accessible.

The only settings available for modification under the User Setup tab are Range,
Range Refinement and Personal Name.

Guest

A person with Guest privileges will not be able to launch the XyLoc Configuration
Manager. This level is helpful even for regular users to prevent a user from
accidentally leaving the Configuration Manager open and disabling the XyLoc
security.

AutolLogon

XyLoc’s AutoLogon feature simplifies the logon process for the user. The first time a user
successfully logs in to XyLoc (using any of the methods described below) they will be
prompted to enter their network logon and password. The next time the user logs in XyLoc
will automatically log the user in to their network account.

Authentication Methods

There are two types of authentication settings available in the User Setup tab of the XyLoc
Configuration Manger: Login Authentication and Unlock Authentication (see User
Setup). The Login Authentication setting determines the method of authentication during
login, and the Unlock Authentication setting determines the method of authentication once a
user has logged in and XyLoc locks the PC. Your choice of settings will likely be driven by
your organization’s security policies and your specific security needs:

Login Authentication

Hands-Free AutolLogon: This setting provides the most convenience. When an
authorized user enters the Active Zone, the user is automatically logged in without
requiring that any other action be taken.

Select User Name: This setting finds all the keys in the area and then prompts the
user to select their name from the list of users found.
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Must Enter Password: This setting requires that a user enter his/her password
before that user is logged in. The system will display all the authorized keys in the
area and once the user selects their name from the list, they will be prompted for their
password. If only one user is found, the system will display the password prompt
automatically.

Unlock Authentication

Hands-Free Unlock: This setting provides the most convenience. When an
authorized user enters the Active Zone, the PC is automatically unlocked without
requiring that any other action be taken.

Select User Name: This setting finds all the keys in the area and then prompts the
user to select their name from the list of users found.

Must Enter Password: This setting requires that a user enter his/her password
before that user can unlock. The system will display all the authorized keys in the
area and once the user selects their name from the list, they will be prompted for their
password. At Unlock, the user must select their name from the list regardless of how
many keys are found. Unlike at Login, the password prompt will not be displayed
automatically.

Administrators should also see the Allow Password Override (No Key) option under the
User Setup section for information on requiring both a password and a key to unlock a
computer.

Note: If there is only one administrative account on the PC, that Administrator may not
disable Allow Password Override for himself. At least one administrator on every
machine must be allowed to password override as a safety precaution. Thus, the option
Allow Password Override (no key) is only available to XyLoc users other than the
designated administrator.
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Configuring the XyLoc Software

Security Configuration and User Preferences

XyLoc’s operating parameters are set through the XyLoc Configuration Manager. To
launch the XyLoc Configuration Manager, select XyLoc Configuration from the Start
menu (Start/Programs/XyLoc/XyLoc Configuration). You may also double click on the
ET (XyLoc icon) in the System Tray.

- Xyloc Configuration Manager g|

File Wiew Tools Help

Uger Setup ] PC Setup]

|Iser Setings User Mame
Login |Select Uzer Mame ﬂ
Authentication: . Guest
v Al Pazzwaord Overide (Mo Key)
Unlack
Authentication: |5'3|ECt User Name ﬂ

v Al Pazzwaord Overide (Mo Key)

Unlock to Key Orly for upta |15 4:,| seconds * aeld User.. | Delete User... |

Fey Settings KepID

Fange: Medium - Fange Refinement

Personal Mame: |Admini8lfat0r

Add Few... | Delete Key... |

Save Advanced Settings. .. |

For Help, press F1 MM

The XyLoc Configuration Manager has two tabs from which XyLoc’s operating parameters
are set:

e User Setup
e PC Setup

NOTE: The XyLoc system is NOT disabled when the XyLoc Configuration Manager is
running. If the system locks while the configuration manager is open, any unsaved
changes will be lost.

NOTE: Starting with XyLoc version 8.3.5, if an XSS address is configured in the client,
the settings in the configuration manager under “User Setup” will be entirely grayed
out. All user settings must be managed from the XSS at that point. The settings in the
“PC Setup” tab are still available.
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User Setup

- Xyloc Configuration Manager

Select a log-on account from the
User Name list to modify that
user’s settings

Select
Authentication
method

Login

Select Allow
Password Override
(No Key) to allow
override access at
the initial login.

Select Unlock
Authentication
method for the

Select the Range at
which  XyLoc  will
lock/unlock the PC for
the selected key

File “ew Tools Help

Select Allow Password

Uszer Setup l FC Setup]

User Settings
Login |Select Uszer Hame j
Authentication: i

v Allow Pazsward Overide (Mo Key)
Unlack
Authentication: |5'3|ECt User Mame ﬂ

v &llow Pazsword Overide [No Key)

Unfock ta Key Only for up to 'I

Key Settings

R ange

Perzonal Name; |.-’-‘«dm|n|$trator

Save J

/

User Mame

Adrninistrator

v

Override (No Key) to enable
override access to the desktop
from a locked state.

Click Add User... to use the

|seconds | Add User... %

Configuration Wizard to add a
new log-on account

Click Delete User...
_/ selected account

Select the time during which the

to delete the

ey D

Medum - Hange Refinement

Delete Ke_l,J

Advanced Settings...

N\

XyLoc will unlock the PC’s
desktop without requiring the user
to enter a password

-_ Shows the key or keys assigned
to the selected log-on account

Click Add Key... to use the Key

\Wizard to add a new key
Click Delete Key... to delete the

N

selected key

For Help, press F1 ‘

LY

¥ Click Advanced Settings...

to access additional settings

Click Range Refinement to make
fine adjustments to the range at
which desktop will lock/unlock.

Enter the Personal Name to associate a
friendly user name with the selected
account

NOTE: A user’s Key ID must be selected before the following options are available.

User Name
What It Does: Recommended Use:
Shows  the currently | See Adding New Users.

selected login account from
the User Name list.
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Add User...

What It Does:

Enables you to add a
network account for XyLoc
to login with.

Delete User...

What It Does:

Enables you to delete a
network account or remove
all keys from a local
account.

Key ID

What It Does:

Shows the unique number
of the Key or Keys issued
to a particular login
account.

Add Key...

What It Does:
Enables you to add a new
key for the selected user or
kiosk account.

Delete Key...

What It Does:
Enables you to delete a key
from the selected user or
kiosk account.

Login Authentication

Hands-Free AutoLogon

What It Does:

Recommended Use:

(See Adding New Users) This does NOT
create a local Windows account on the
machine. Local accounts must be created
through Windows and will automatically show
up in the XyLoc User Name window.

Recommended Use:

Does NOT remove local Windows accounts;
this must be done through Windows if a user
account is to be removed. Also see Disable
this Account.

Recommended Use:
See Adding New Keys and Kiosk Accounts.

Recommended Use:
See Adding New Keys and Kiosk Accounts.

Recommended Use:

Delete a key when the user has lost a key or
when you want to remove a key from a kiosk
account (see Kiosk Accounts).

Recommended Use:

User is automatically | For maximum convenience and completely
logged in without requiring | hands-free operation; if users are within set

that any other action be
taken.

proximity of their PC, they will logged in.
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Select Username

What It Does:

Finds all the keys in the
area and then prompts the
user to select their name.

Must Enter Password
What It Does:

User must enter a password
to login. The system finds
the strongest key in the
area and then prompts the
user for a password.

Allow Password Override

What It Does:
Allows the user to login to
the PC without requiring an
authorized key.

Recommended Use:

This setting is useful for environments where
many users are in a small area such as cubicles,
labs, or the nurses’ station at a hospital.

Recommended Use:

For use in environments with a need for greater
security. Administrators should also see Allow
Password Override for information on
settings for maximum security.

(No Key)

Recommended Use:

Administrators should enable this setting if
they want to allow user access without the
XyLoc Key (e.g., when the user forgets his
Key). If this option is unchecked the account
cannot be accessed without a key. This
provides maximum security, especially when
used in combination with the Must Enter
Password and Select User and Enter
Password modes. XyLoc requires that at least
one administrative account allow for password
override as a safety precaution.

NOTE: By default a non-XyLoc user is able
to use CTRL+ALT+DEL at a login screen and
login to their account. This is to provide
access for administrators. If you do not want
to allow any non-XyLoc users to override, then
there is a registry setting that can be enabled.
Contact Ensure Technologies Technical
Support for more details.
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Unlock Authentication

Hands-Free Unlock
What It Does:

When an authorized user
enters the Active Zone, the
PC’s desktop is
automatically unlocked
without requiring that any
other action be taken.

Select User Name
What It Does:

Finds all the keys in the
area and then prompts the
user to select his key.

Must Enter Password
What It Does:

User must enter a password
to unlock the PC.

Allow Password Override

What It Does:
Allows the user to unlock
the PC without requiring an
authorized key.

What It Does:

Enables a grace period in
which PC will unlock to
user by presence of
authorized key alone.

Recommended Use:
This is the default setting and provides the
most convenience.

Recommended Use:

This setting is useful for environments where
many users are in a small area such as cubicles,
labs, or a nurses’ station at a hospital.

Recommended Use:

For use in environments with a need for greater
security. Administrators should also see Allow
Password Override for information on
settings for maximum security.

(No Key)

Recommended Use:

Administrators should enable this setting if
they want to allow the user to unlock without
the XyLoc Key (e.g., when the user forgets his
Key). If this option is unchecked the account
cannot be unlocked without a key. This
provides maximum security, especially when
used in combination with the Must Enter
Password and Select User and Enter
Password modes.

Unlock to Key Only for up to x seconds/minutes

Recommended Use:

For increased convenience in organizations,
use this setting in situations where the system
locks while the user is still in control of the PC
(e.g., when the user turns away from the PC to
get something out of a filing cabinet on the
other side of her cube or office), and then
returns to work at the PC within the specified
time. After specified time, user must provide
selected unlock authentication (e.g., a
password).
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Range

What It Does:

Defines the Active Zone
by setting the range at
which XyLoc will
lock/unlock the PC.

Note: The numbers that are
referenced for unlock and
lock are not a reference to
feet or meters. The
numbers are a reference to
strength of the signal
between lock and key.

Range Refinement

What It Does:

Permits fine adjustment of
the Active Zone by
opening the Range Setting
box.

Personal Name

What It Does:
Specifies the user’s full
name.

Advanced Settings

What It Does:
Opens the Advanced User
Settings window.

Recommended Use:

Choose Short, Medium or Long distance for
XyLoc operation based on user preference and
office size/environment.

Recommended Use:
Select when minor adjustments of the Active
Zone are desired.

Recommended Use:

Enter the user’s full name if you prefer
additional user information beyond the user’s
login name. This is especially helpful in Audit
logs and in Kiosk accounts.

Recommended Use:

Click the Advanced Settings... button to
modify Administrative Level and other
settings.
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Advanced User Settings

Allows this user account
to logoff another user
account that is in a
locked state

Allows the Key ID to be
changed to a new ID
while maintaining
existing settings

This timer delays the
locking of a workstation
when a key goes out of
the defined lock range.

It is used by the Kiosk
Account feature to
provide multiple factor
authentication in a
shared log-on account

Used to lock the
workstation
automatically due to
inactivity  when in
Password Override
mode.

Advanced User Settings x

Select the
Administrative Level
for the selected user

Izer Account Settings
zer [ ame:

Administrative Level:

Auto Logoff Time [minutes):

[~ Uszer can logoff locked workstation

and key
I.-’-‘-.dministratn:-r
b Select the Autlo Logoff
> Time to close an
Ad trat 7 / .
I MINIEET —1/ account after a period
INever j of inactivity after screen
is locked

Select Disable Key to

disable specific key
from log-on account

K.ep Settings

Key D |1 2345
Lock Delayp IZ‘I

Lock if the Key iz Stationan for

™ Disable Key /

[ |z a Paszs Key
[~ Beep'when Locking

N

Select to enable the
Pass Key option for
Administrators

Dizabled
||sa © Select to play the

“Default” system sound

PR ERERTE

Fyloc Paszword: I

when XyLoc secures the
PC

Ehange...l \

\

Lock in Pazzword Override

\

wat 50 =

Iminute[s]

5l \|__

Select to assist with
preventing users from

Fun Applization Integration Logaff

it ik IEI 3:

[Enter O to dizable this option]

zecond(z]

leaving key unattended

Used to run a
configured  Application
Integration logoff script

automatically when the

PC is locked.
LCancel

Administrative Level

Administrator

What It Does:

Gives full access to
configure settings for all
administrators, users and
guests.

User

What It Does:

Gives access to configure
the user’s Range Settings
and Personal Name; only
the specific user’s name is
visible in the User Name
field.

Recommended Use:

Given to the person or persons given the
responsibility of managing an organization’s
computer security.

Recommended Use:
Given to a person who is authorized to make
limited changes to the configuration settings.
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Guest

What It Does:

Allows a person to use a
PC without the ability to
view or change any
configuration settings

Auto Logoff Time

What It Does:

After the authorized user
leaves the active zone and
the desktop locks, XyLoc
starts an inactivity timer. If
the logged-in user does not
return before this time
expires, the account is
logged off. For fastest
multi-user access, also see
Kiosk accounts.

Note: Any data that was
not saved by the user may
be lost.

Recommended Use:
The most limiting level; no access to XylLoc
Configuration Manager

Recommended Use:

This is a secondary and less sophisticated
method to provide automated log-off access to
users. In general Ensure recommends the use
of the User can logoff locked workstation
feature as the primary method of logging-off
users.

Auto Logoff allows you to prevent a locked
PC from staying logged-on indefinitely. This
feature can work independently or in
conjunction with the User can logoff locked
workstation function.

Note: This timer is in minutes only (whole
numbers). The minimum time is one (1)
minute after a lock event.

User can logoff locked workstation

What It Does: Recommended Use:
Allows the user to log-off | This is the primary and recommended
another user who logged on to | method for logging-off users who lock a

and locked a workstation.

see Kiosk accounts.

Note: Any data that was not
saved by the user may be lost

Key ID

What It Does:

Lets administrators change
the Key ID for this
account.

For
fastest multi-user access, also

PC and then leave. When this option is
selected, the XyLoc user will be able to
force a log-off of another user’s locked
desktop.

With this option, the user forcing the
logoff will need to select their name from
the list. Once the logoff has occurred, the
user will then use their normal login
authentication.

Recommended Use:

This is useful when you desire to change an
account’s Key ID but maintain all existing
settings.  This allows the administrator to
easily replace a lost or stolen XyLoc key.
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Lock Delay
What It Does:

range.

manually,  locking

different  timers
Stationary Key
Password Override)

Pass Key
What It Does:

out.

Beep When Locking
What It Does:

Plays the “Default “ system
sound when XyLoc secures

the PC.

Delays the locking of a
workstation for the defined
time once a key is taken
outside of the defined lock

NOTE: This feature does
not delay the locking for
other lock events such as
turning  the  key

workstation manually,
locks due to the other

Lets administrators access
the current user’s desktop
without logging that person

Recommended Use:

Would help reduce the number of undesired
locks due to momentary interference (whether
from the users own body or other “external”
factors) with the RF signal from the key.

It would also be used in cases where a user
needs to be away from the workstation at a
distance that would normally lock the
computer, but still needs to be able to view the
screen for a period of time.

NOTE: The setting here is used on correlation
with another setting in the PC Setup section of
the Configuration Manager. The client will
always use the larger of the two values (User
vs. PC).

Recommended Use:

This is useful in situations where the
administrator needs to troubleshoot a problem
that may be specific to a particular user’s
account.

To use a XyLoc Key as a Pass Key, the Pass
Key holder must approach the secured
computer and press Ctrl-Alt-Del (under
Windows 2000/XP). The Pass Key holder will
then have to enter their user name and XyLoc
password into the dialog box to gain access to
the current user’s desktop. When the Pass Key
user leaves the active range, the computer will
relock.

NOTE: If the Pass Key user is also an
Administrator under Windows 2000 and XP,
the XyLoc Password MUST be different from
the Windows password.

Recommended Use:

Enable this setting initially to provide users
with audio feedback when their PCs are
secured. After users are familiar with XyLoc’s
operation, they may no longer need or desire
this feature.
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What It Does:

Secures the computer’s
desktop automatically if the
user leaves their XylLoc
key next to their computer
for the set time period.

Note: Ensure
recommends the 1-minute
option for demonstration
purposes only.

XyLoc Password

What It Does:
Sets the XyLoc password.

Note: This box will only
appear if this key is part
of a Kiosk Account.

What It Does:
Locks the PC after a period
of inactivity in password
override mode.

What It Does:
Executes a logoff script
after the desktop has been
locked for the specified
amount of time.

Lock if the Key is Stationary for

Recommended Use:

Use to assist with enforcing compliance with
security policy and to encourage the user to
keep the XyLoc key with them at all times. The
system senses that the strength of signal from
the key is not varying enough, and secures the
desktop after the specified time. A message
noting a stationary key for this user is recorded
into the Audit Log and sent to the XylLoc
Security Server (XSS). NOTE: |If other
factors in the environment cause the signal
from the key to vary, it is possible the signal
could vary enough to keep from locking, even
when stationary.

Recommended Use:

It is used by the Kiosk Account feature to
provide multiple factor authentication in a
shared log-on account.

Lock in Password Override

Recommended Use:

Enable this for when the users key has been
forgotten and you wish the PC to lock after a
period of inactivity.  This is NOT the
recommended use of XyLoc, as it does not take
advantage of XyLoc’s full-time proximity
based security capabilities.

Run Application Integration Logoff

Recommended Use:

Works in conjunction with Application
Integration. Recommended for use when a
logoff script needs to be run so as to terminate
an application or session.
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Setting the Active Zone

Set the Active Zone by selecting the appropriate Range for your environment.

- Xyl oc Configuration Manager,

File Wiew Tools Help

|zer Setup \ PLC Setup]

Llzer Settings User Name
Login |Select Jzer Name ﬂ Adrninistrator
Authentication: ) Guest

v &llowe Pazzword Overide [Mo Key)
Inlock
Authentication: |5'3|E'3t User Name ﬂ

v &llowe Pazzword Overide [Mo Key)

Unlock to Key Only for up to |15 ::II |seu:u:unu:|$ ﬂ

Add Uszer... Delete Usger...
K.ey Settingz Key ID
R ange: Medium - R ange Refinement |
p Adminiztrator
Personal Name: | Add Key... Delete Key... |

Save

Advanced Settings... |

|F|:|r Help, press F1

ML

You can further refine this range with Range Refinement.

Active Zone
D

éilIIIErIIIIII15IIIII1|; ‘
Far

Mear

OF.

Cancel |

The top bar labeled “Active Zone” shows the approximate range where the computer will
remain unlocked. Below this is an adjustable range scale. This permits the setting of
“Initial Unlock” and the “Lock.” The Initial Unlock setting (shown in Green) sets the
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approximate distance where the XyLoc will unlock the computer when the user returns.
The Lock setting (shown in Red) is the approximate location where the computer will
secure as the user steps away.

NOTE:

Given the nature of RF communications and the differing environmental characteristics
of each user’s office or cubicle environment, the precise Active Zone setting will vary
for each user’s environment. Ensure recommends that users initially selecting Short and
then decide if Medium or Long is a more appropriate setting.

Further adjustments can be made within these three settings through the Range
Refinement setting.
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Adding New Users

The first user is created during Installation (see Getting Started — Installing the
XyLoc software). All local accounts on a machine will appear in the User Name
window of the Configuration Manager for an administrator to create XyLoc
accounts from. You can also add existing network accounts to XyLoc by using the
XyLoc Configuration Manager’s Add User button. NOTE: This will only add
existing Microsoft or Novell network accounts to XyLoc. This does not actually
create a new network account. The Network Administrator on the Microsoft or
Novell server must do that.

1. Click on the Add User button.

- ¥ylLoc Configuration Manager,

File Miew Tools Help

IJzer Setup l PLC Setup]

Izer Settings User Name
Login |Selec:t Uzer Mame j Adrminiztratar
Authentication: ) Guest

[ Al Pazsword Overide (Mo Key)
Unlock
Authentication: |S'3|'3'3t User Name ﬂ

[ Al Pazsword Overide (Mo Key)

Unlock to Key Only for up ko |15 j |se.::.:.n.:|3 j dd Llser Delete Llser

k.ey Settings

R atge: Medium |  Range Refinement | 000012345

Ferzonal Mame: | Add Key... Delete Key... |

|:| Advanced Settings... |

IF-:ur Help, press F1 ML
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2. To create a new network user, enter a valid user name in the field and then click
Next to proceed.

2yl oc Configuration Wizard ['5_(|

Enter a netwaork, account name.

3. Select the Administrative Level for the new user. Click Next to proceed.

Ayloc Configuration Wizard [5_<|

Select the #ploc Administrative Level far this account.

|L|ser ﬂ

Adriristrator

< Back

luest

4. Enter the identification number for the XyLoc Key assigned to the new user.

#yl oc Configuration Wizard [‘5—(|

Enter the [dentification number for yaur #yloc Key. Thiz
number can be found on the back of the Key

|
< Back | Memt » |
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5. Select the Range setting for this Key

%)

Ayl oc Configuration Wizard

Select the Range setting for pour =ploc Spetemn.

bd ediLim ﬂ

Shart

< Back
Long

6. Select the Authentication Methods for this Key.

Zyloc Configuration Wizard

X

Select the authentication modes far logging onto and unlocking
poLr wiork station.

Login Authentication |I'-1ust Erter Pazzwaord j

Inlock Authentication | Muszt Enter Pazeward j

< Back

7. Finally, enter a personal name to be used to more identify the owner of this Key.

Optional - Personal Hame Configuration E|

Enter a perzonal name which may be used ta identify the
owrer of thiz key

I
< Back | Frish |
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Kiosk Accounts

Workstation and network logins and logouts are often times several minutes in
duration. In a multi-user environment, this delay can be frustrating. Ensure
Technologies has developed a secure multi-user shared account feature that provides
both security and fast multi-user access. In many settings, you may want to set up a
single system account (Microsoft or Novell) for an entire class of users (for example,
a “Nurses” account in a hospital or a “Sixth Grade Math” account in a school). You
may easily set up such a “kiosk” account by adding multiple keys to the same
account. In this Kiosk account, all users share the same XyLoc preferences except for
Range and XyLoc Password.

This enables the shared use of a single account, while still tracking individual users’
access of the account in the XyLoc activity logs. Switching among users is fast and
convenient.

NOTE: Support for Kiosk accounts in the XyLoc Solo package is limited to 5
users. The XSS-MD package is required for further support of Kiosk accounts.
Please review the XSS User Guide for more detail on creating Kiosk accounts in
that package.

- ¥ylLoc Configuration Manager : 5[

Ele Wiew Tools Help

Lzer Setup I PC setupl

User Mame

IMust Enter Password j T

¥ aliow Password Owverride [MNoKey)

Administratar M
Guest

Login
Authentication:

[GEL

Unlack,

Authenticatiorn: I Select User Name j

v allow Password Overide [No Key)

Unlock to Key Only for up to I'I 1] _l? Iseconds 'l

The “IT Staff”
kiosk account

Add User... Delete User...
— Ky Settings KeyID
0000007663 Three  Keys
Range: IMedium 'I HangeHefinementl DDDDD?SQ? aSSIQHEd to
™ the “IT Staff”

kiosk account

. George
Perzonal Marne: I pdd K. | Delete Key.. |

Save | Adwanced Settings... |

For Help, press F1 | | |

A Kkiosk account called “IT Staff” with three keys assigned to it.
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Adding New Keys

1. To create or add users to a Kiosk Account, simply select the user name in the
User Name list and then press the Add Key... button. This will launch the Key
Wizard. Enter the new Key number (found on the label on the back of the Key)
and click Next to proceed.

2yl oc Configuration Wizard ['5_(|

Enter the [dentification number for yaur #yloc Key. Thiz
number can be found on the back of the Key

2. Select the Range for the new Key and click Next to continue.

Ayloc Configuration Wizard [z|

Select the Range setting for vaur ¥yl oc Sustem.

b ediLinn j
Shart

< Back
Long

3. Enter and confirm a unique Password for the new Key and click Next to
continue (NOTE: This password is the “XyLoc Password” or “XyLoc PIN” that
has been referenced in this document already. Starting in version 8.2.4, this
password is the only password that is accepted when used in conjunction with the
XyLoc Key. Previously, the client would also accept the Kiosk accounts own
Microsoft/Novell password for login/unlock).

Ayloc Configuration Wizard [z|

Enter and confirm a pazsword for thiz kew. Thiz iz not
your Windows or gcreen zaver password.

Pazzwiord "

Canfirm Pazsword |

< Back | Mewt » |
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4. Finally, enter a personal name to be used to more fully identify the owner of this
Key.

Optional - Personal Hame Configuration [g|

Enter a perzonal name which may be uzed to identify the
owrer of this key

|
< Back | Erish |

Locking the Desktop Manually

It is possible to manually lock the desktop. Right-click on the XyLoc icon and select

Lock Screen.
¥
3

Configure XylLoc

Lock Screen
Show ¥vloc State
Show Lock PC Button

This is useful when a user forgets his/her key and wants to manually secure the
desktop before stepping away from the PC.

It is also possible to have a button available on the desktop to manually lock the
desktop without having to right-click the icon. By default, this button is disabled. To
activate this feature, right-click on the XyLoc icon and on the popup menu click on
“Show Lock PC Button”. This will put a lock button right above the system tray on
the desktop. The user can click this button at any time to manually lock the
computer.

Configure XyLoc
Lock Screen

Show XylLoc State
Show Lock PC Butkan

1:01 PM

NOTE: Locking the desktop manually will require the user to re-authenticate to the
PC before access is granted. If the user has a Key and manually locks the screen, the
“Unlock to Key only” timer will not apply.
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PC Setup

Select the port to which
x| XyLoc is attached

- XyLoc Configuration Manager

Fle Wiew Tools Help

PC Setu .
User Setup P | / Specify the number of log
_ records to be uploaded to
~Los Lack /Z Log Records To Upload: |4 the XSS P
Attached Te: - |USE =]
: Application Integration -
~yLoe Security Server [XS8) | [, F12 — Works with Application

Integration. Sets one of
the function keys to be
used to launch a “Hot
Trigger” Script.

\ Setting for use with the

XyLoc Security Server.
Enter the DNS name or IP
address of the XSS
server.

Save | Advanced Settings... |
For Help, press FL | | |
Click Save to keep any J Click Advanced
settings changes you Settings... to access
have made additional settings such

as Logging Level

XyLoc Lock Attached To

What It Does: Recommended Use:
Allows user to select and | This will be one of the available COM ports or
change the port to which | the USB port. NOTE: Port selection will

XyLoc is attached. depend on the model of XylLoc Lock you are
using.
XyLoc Security Server
What It Does: Recommended Use:

Allows XyLoc installation | Not used with XyLoc Solo installations. Please
to be centrally managed | refer to ‘User Guide for XSS-SQL’ or *XSS-
through a XyLoc Security | AD’ for additional details.

Server (XSS).
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Log Records To Upload

What It Does: Recommended Use:

Specifies the number of log | Provides an Administrator the ability to
records to upload to the | manage traffic on the network between the
XSS at a time. XyLoc client and the XSS

Advanced Settings

What It Does: Recommended Use:
Opens the Advanced PC | Click the Advanced Settings... button to
Settings window. modify XSS and Password settings.
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Advanced PC Settings

Advanced PC Settings

—#uloc Securnty Server [#55]

B

#55 Server [Port)

13'LOC-SWE

%55 Client Port; |351 1]

Change Port... |

/

—Other Settinge——————————
Lock Delay [zec.] I'I
I'I_

tin. Pazzword Length

o]

T~

Settings  for  XylLoc
Security Server port (not
active for XyLoc Solo)

Settings for client port
use (not active for
XyLoc Solo)

This timer delays the
locking of a workstation
when a key goes out of
the defined lock range.

Cancel |

XSS Client Port

What It Does:
Allows XyLoc installation
to be centrally managed
through a XyLoc Security
Server (XSS).

Lock Delay
What It Does:

Delays the locking of a
workstation for the defined
time once a key is taken
outside of the defined lock
range.

NOTE: This feature does
not delay the locking for
other lock events such as
turning the key off
manually, locking the
workstation manually, or
locks due to the other
different  timers (i.e.
Stationary Key and
Password Override)

Recommended Use:

Not used with XyLoc Solo installations, but
offers easy expansion and management of
larger XyLoc installations. Please refer to XSS
User Guide for additional details.

Recommended Use:

Would help reduce the number of undesired
locks due to momentary interference (whether
from the users own body or other “external”
factors) with the RF signal from the key.

It would also be used in cases where a user
needs to be away from the workstation at a
distance that would normally lock the
computer, but still needs to be able to view the
screen for a period of time.

NOTE: The setting here is used on correlation
with another setting in the User Setup section
of the Configuration Manager. The client will
always use the larger of the two values (User
vs. PC).
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Min. Password Length

What It Does: Recommended Use:

Determines the minimum | This should be set to at least 4 to provide
acceptable password length | robust security.

for the XyLoc Password.
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Logging

XyLoc will collect data to track User Activity. This encrypted log may be accessed under the
Tools menu of the XyLoc Configuration Manager.

- XyLoc Configuration Manager 5'

Filz  ¥iew | Tools Help
Wiew Log File Iser Activity, .. |
UserSetL i

Display key Infa...

———  Starkyloc Jzer Mame
Login  Skop wyvloc hzsword j Adminiztratar
ALthermeamm©T

[ sllow Fassword Overide (o Keyl

Unlock
Authentication: ISElBCt User Name j

v allow Password Overide (Mo Key)

Unlock to Key Only far up ta |15 j |seconds j

Add User... Delete User...

— key Settings KewID

0000007623

Range: IMedium 'I Hangeﬁefinementl D

Ferzonal Marne:; IGBU'QB

Add Key. . Delete Key. . |

Save | Advanced Settings... |

User Activity Log

What It Does: Recommended Use:

Displays a history of each | Track user activity, including dates and times.

user that has logged on and

logged off of the machine NOTE: This option will only be available to
a XyLoc Administrator.
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Testing XyLoc Keys

Selecting Display Key Info... from the Tools menu provides administrators with a
diagnostic tool for identifying and testing XyLoc Keys.

- ¥yLoc Configuration Manager 5[
File Wiew | Tools Help
‘Wigw Log File 3
Lzer Set. £

Display

Uszer Mame

R Stark yloc

Login  Stop syloc hszword j Adrninistratar
Guest

Authermammor

¥ Allows Password Oyeride (Mo Key]

Unlack,

Authentication: ISElECt User Mame j

v allow Password Overide [Mo Key)

Unlock to Key Only for up ta I'IE :ll Iseconds j e Delete User

— k.ey Settings ke D
0000007689
Range: IMedium 'I Fange Refinement | | DO00007E3 7

; George
el I Add Key... Delete Key... |

Save | Advanced Settings.. |

Detect key signal and display inFormation abaut the key. | | [
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The Key Information tool offers two modes: Find Specific Key and Find Strongest Key.

NOTE: The Key ID is located on the label on the back of the XyLoc Key

Key Information §|

tode
{* Find Specific Key ¢ Find Stongest Key

KeyID: 27021
Sequence Mumber: 1

R ange: S hort

key Revigion

KeyValtgge
Ii

Cloze |
Find Specific Key Mode
What It Does: Recommended Use:
Allows you to test a specified | Select Specific Key mode and enter the Key ID in
XyLoc Key the Key ID field; click Start Search to test the Key.

NOTE: Only a XyLoc Administrator can view
other keys and therefore change this setting from the
active key.

Find Strongest Key Mode

What It Does: Recommended Use:

Allows you to test the XyLoc | Select Find Strongest Key mode and click Start
Key with the strongest signal | Search to identify the XyLoc Key with the strongest
within 50 feet of the XyLoc | signal; you can also use this function to determine or
Lock verify a Key ID by placing the XyLoc Key next to
the XyLoc Lock.

NOTE: Only a XyLoc Administrator has this
setting available.

Sequence number

What It Does: Recommended Use:

Displays the ID of the last data | Lets you know that Key and Lock are
received from the Key; the | communicating properly

number should update every

1-2 seconds
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Range

What It Does: Recommended Use:
Displays the current range of | Use this value to help determine the optimal Range
the Key from the Lock for your environment
Key Voltage
What It Does: Recommended Use:

Displays the current voltage of | While the system is searching for the key, press the
keys that support this function. | “O” button on the key and the voltage will be

displayed.
Key Revision
What It Does: Recommended Use:
Displays the current revision | Use to determine the revision of the key when
of the key. instructed by Ensure Technologies Technical
Support.
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Overriding the XyLoc System

There will be times when it is necessary to override the XyLoc system. At login, there are
two basic methods of overriding the XyLoc system. One is for a XyLoc user that has a badge
that is authorized on the PC, but has forgotten it or lost it. The other is for a user that does
not have a XyLoc badge assigned, yet still needs to gain access to the PC.

User Forgets Their Key...

In the event a user forgets or loses the Key, pushing the Password Override button on either
the Login or Locked Workstation screens and entering the user’s Login and Password will
override the system. The user can enter either their standard Microsoft username/password, or
they can enter their XyLoc Personal Name in conjunction with their XyLoc Password (in a
Kiosk account). Using the personal name enables XyLoc to correctly identify the specific
user in a Kiosk account when many users are sharing a single username.

However, if the Allow Password Override (No Key) option is unchecked, the user will not
be able to access their account if the key is not present. The XyLoc system software ensures
that there is always at least one administrator that can password override into a machine.

NOTE: Make sure that your XyLoc installation is working with the Allow Password
Override (No Key) checked before un-checking the option. You will not be able to gain
access to your computer if the Key is missing (or not functioning properly) or if you forget
your password.

Once access is obtained with this password, XyLoc is overridden and in a standby mode. The
XyLoc icon in the System Tray will have a slash though it, indicating that the XyLoc system
is no longer actively protecting your system:

72N
|<EE?U9:54 A

XyLoc will resume protecting your PC when one of the following occurs:

1. The user manually locks the PC.
2. The user manually restarts the PC or logs off from the current session.
3. If system is idle for longer than the time specified in the Lock in Password Override.

4. The authorized XyLoc Key is returned to the active range (XyLoc will recognize the
presence of the authorized Key and the status will change accordingly. NOTE: If the
user is in a Kiosk account, they must perform the override using the Personal
Name/XyLoc Password combination in order for XyLoc to recognize the proper Key for
the user. If the standard Microsoft credentials are used for override, XyLoc will ignore
all keys assigned to that account for security reasons.

Ensure Technologies — User’s Guide for XyLoc Client ver. 9.x.x
Drawing#: 510-0100-003 Drawing Rev: 1.01 Rev Date: 08-18-2009

Page 57 of 63



User Does Not Have a XyLoc Key...

If a user does not have a XyLoc key assigned to them, or has a XyLoc key but this key has
not been configured as an authorized key on a particular PC, the user can still gain access to
the PC using the standard Ctrl+Alt+Del keystroke combination. This user will be bypassing
the XyLoc security and will login with their account. They will have whatever permissions
assigned to them network or PC. Administrators or Helpdesk staff mostly use this to allow
them access to a PC when they don’t have a XyLoc key. There is a registry setting available
to disable any non-XyLoc user from gaining access to a XyLoc protected PC, however this is
not recommended unless the centralized server (XSS) is available as this does restrict ALL
non-XyLoc users including Administrator. Contact Ensure Technologies Technical Support
for more details.

Unlocking using Password Override...

At unlock, either process can be used to get a dialog box to enter credentials in and either
method can be used. However, the user must use the same as was used at the initial login.
Once an account is logged into the PC, only that same account can unlock the PC using
Password Override.

Using Microsoft Remote Desktop Protocol (RDP)

Beginning XyLoc Client version 8.5.6, significant improvements were corrected in the RDP
functionality included in the Microsoft operating system of a XyLoc workstation.

Authorized Microsoft “Remote Users” of the XyLoc workstation can connect with the XyLoc
client installed on the workstation.

For a complete overview of using RDP with the XyLoc Client, please refer to the document
number 530-0200-020, “Using RDP with XyLoc Client”
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Replacing the XyLoc Battery

The KeyCard is powered by a single coin cell (CR3032) that lasts approximately 8-12
months. A user may check the battery by depressing the switch marked “O” on the key. If the
battery is good, a Green LED will momentarily flash. The user is able to check the battery
life through the XyLoc configuration software.

Replacement batteries may be purchased at a local electronics distributor, directly through
Ensure Technologies or your local reseller. You can also find these batteries at
http://digikey.com/. Their part number is P121-ND.

To replace the XyLoc battery:

1.
2
3.
4.
5

6.

Flip over the Key

You will see the battery compartment with the tab

Remove the two retaining screws from the battery compartment

Slide open the top of the battery compartment

Remove the battery and replace it with the new battery, observing proper polarity
indicators (+ side up)

Slide compartment cover to close and replace the screws

Software Removal

In the event that you have to remove the XyLoc client software, please use the following
instructions:

1.

Before you can remove the software, you must stop the XyLoc service. This can be
done through the Services applet in the Control Panel in Windows, or through the
XyLoc Configuration Manager under Tools -> Stop XyLoc (NOTE: You must be a
system administrator to stop a Windows service, and if done through the
configuration manager, you must also be a XyLoc Administrator.

Once the services are stopped, you can close the XyLoc Configuration Manager (if
open) and then go to the Windows Control Panel and then to “Add/Remove
Programs”. From here select the “XyLoc Security Service” and remove it.

After removal, you will need to reboot.

Once the system is rebooted, you can delete the Ensure Technologies directory under
Program Files.

The USB drivers do NOT get removed during this process. This way if you wanted
to reinstall, you don’t have to go through the device installation again. However, if
you want to remove the device, follow the standard process for uninstalling a device
in Windows.
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Troubleshooting

Please refer to the solutions to common setup problems below. If you still cannot resolve the
problem, please call Ensure Technologies Technical Support at (734) 547-1600, or send an
email to support@ensuretech.com.

Helpful Hints:

1.
2.

10.

Use the default settings until you become familiar with XyLoc’s operation.

The XyLoc application requires that at least one network protocol be loaded on the PC to
properly load and operate. For example, most PC’s commonly have protocols such as
TCP/IP or NetBEUI loaded by default. Either or both of these meet the requirement.

Windows 2000/XP: An administrator or a user with FULL, local administrator privileges
is required to install the XyLoc system.

Windows XP Fast-User Switching: Microsoft’s Fast-User Switching feature is not
designed to operate in a network environment (reference Microsoft TechNet article
Q294739). Ensure Technologies supports Windows XP in a network environment. The
XyLoc Kiosk account provides this type of functionality. Please contact Ensure
Technologies for further information.

The XyLoc icon in the System Tray can be used to view the status of your system and to
help troubleshoot the system. Simply move your cursor over the XyLoc icon to view the
current status of the XyLoc system.

When running Scandisk or Disk Defragmenter and experiencing disk restarts, you should
stop XyLoc. Once Scandisk or Disk Defragmenter has completed, re-start XyLoc.

The use of a screen saver may no longer be necessary or desired. In Windows 2000/XP,
the Microsoft GINA controls the password protection. Since the XyLoc GINA has taken
over control of the security of the PC, the password protection is automatically disabled.
The screen saver functionality will still take place, however it will no longer be password
protected. This is no longer necessary, since the PC will automatically lock when the
user takes their Key out of range. Use the “Lock in Password Override” timer to provide
the same protection when in Password Override mode.

If your monitor has been turned off as a result of using Power Management or Energy
Saving mode, or if a screen saver has activated, a key press or mouse movement may be
required to activate your PC even though the authorized XyLoc Key has already
unlocked the computer.

Windows Power Management: At this time, Suspend/Hibernate in Windows 2000/XP
are not fully supported. Ensure Technologies recommend that these features not be used.

Windows XP Embedded Thin Clients: The XyLoc client, when installed on XPe, does
not support languages other than English at this time. Earlier versions did erroneously
allow the user to select other languages. However, English is the only option that will
install successfully.
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System Functionality

Normal Operational Mode

The majority of users will use XyLoc in “Normal Operational Mode.” In normal operation,
the XyLoc Lock and Key are in constant, encoded wireless communication with each other,
with the Lock searching for the presence or absence of authorized Keys. As an authorized
user approaches the PC, XyLoc responds and the Key and the Lock engage in an over-the-air
authorization. Once XyLoc identifies and authenticates the user, it unlocks the PC until the
user moves out of the Active Zone.

When the authorized user moves out of the Active Zone, XyLoc automatically blanks the
screen, locks the keyboard and disables the mouse. The PC is instantly secured and remains
so until an authorized user moves back inside the Active Zone. Background tasks, such as
printing and downloading, however, may continue while the PC is securely locked.

Hardware Architecture

Both the Lock and the Key incorporate two embedded controllers, which allow the operating
firmware to be updated in the field so new features can be added.

The Lock can receive firmware updates via the USB port. This firmware is stored in flash
memory and is used to control the operation of the system. The communications controller
controls the Lock-to-host communications, and is permanently programmed. The Lock also
incorporates an EEPROM that stores operational parameters, such as channel allocations.

The Key has a similar architecture and can receive firmware updates via a proprietary
programming cable attached to a PC.

Radio Frequency (RF) System

XyLoc operates in the 900 MHz frequency band — the same radio frequencies used by
cordless telephones and other common wireless devices. Its power output is lower than
cordless phones and far less than that of the cellular phones many people use every day.
XyLoc is as safe to operate as any common household communication device, such as a
cordless phone or baby monitor.

The operating frequency is set at the factory and cannot be changed out of the certified band
by the end user. The power output level is also set at the factory and cannot be changed by
the end user.

The XyLoc RF link uses a combination of spatial spectral reuse and time-division multiple
access (TDMA). This combination of techniques improves the integrity of the RF link and
insures that other radio devices will not interfere with XyLoc’s proper operation.
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Spectral Reuse

Like a cellular phone system, a large XyLoc installation can effectively reuse spectrum across
a facility by intentionally limiting the range of individual XyLocs. This allows Keys in
different parts of a building to operate using the same frequencies at exactly the same time.

Time Division Multiple Access (TDMA)

Keys that are within range of each other can also reuse the same channel allocation by the use
of time-division multiple access. This allows several hundred Keys to coexist within a 50-
foot radius. As the Keys move through the building, they adaptively find new time slots to
avoid interference with other Keys in that area.

Technical Specifications

Detailed Technical Specifications are available by contacting Ensure Technologies Technical
Support at support@ensuretech.com or by phone at (734) 547-1631.
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